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MOBWUJIbHbLIE YITPO3bl:
Yawe n cnoxHee N0 OT NOAOA

11.6 million

mobile devices
infected?

2007
First iPhone

2008
First Android L N

First mobile virus?

- 1st malware for
. SMS Trojans Android and iOS .'Banking
---------- malware

-« CABIR worm,
Infecting Symbian OS
via Bluetooth connection 1Source: Symantec, “A Brief History of Mobile Malware” February 2014

2Source: Kindsight Security Labs Malware Report 2013
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MoOUNBLHOCTbL: HOBLIN pydOeXx

paboThl C
MOBOUIIBHOrO YCTPOUCTBA

pocTa ULMAEHTOB C
MOOUMbHLIMW YCTPOCTBA

Survey BT group, Financial Times, November4, 2014 Check Point Mobile Security Survey 2014
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Mud bl mMOOUNLHON Ge3onacHOCTU

Top Mobile Security Myths

Mud Ne1 Mud Ne2 Mud Ne3
Mobile Device MoOurnbHblE Ha MobunbHbIX
Management KOHTENHeP.LI yCTPOUCTBaX
obecneymBaeT 3aluLLaoT OT OOKYMEHTbI B
be3onacHoCTb BpegoHocHoro 10 be3onacHocTu

The Myths of
Mobile Security




MOBILE DEVICE
MANAGEMENT
OBECIIEYNBAET
BE3OIACHOCTb
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MDM n be3onacHocTb ‘

Mobile device management (MDM)

NPU3HaAHHLIN TEPMUH

aAMUHUCTPUNPOBAHUSA

MOOUNBHbBIX YCTPOWCTB, TaKNX, KAK CMapTOHbI, NaHLLETHI,
HOYTOYKM, NOAKITIOYEHHbIX K KOPNOpaTUBHOW CETH.

Source: Wikipedia

Ynpaenaemblie yCTpoucTBa # besonacHble ycTponcrea
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Yto penaetr MDM?

Noaxoa MDM k \\ N
6e3onacHoOCTH: W

3agomkcmnpoBaTb
KOHJourypaumo

> ALL
PHONES

ARE
MONITORED

[lpoBepUTL YCTPOUCTBO

[TONTHBLIN KOHTPOMb U
yrnpaBneHue co CTopoHbl T

MobunbHasa 6e3onacHOCTb TpebyeT
NMPOaKTUBHOIoO N rMbKoro rnoaxoaa
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Kak yoegutbca?

[Tonb3oBaTenb nony4vyaeT
MNCbLMO CO CCbIJTKOW

[lepengsa no Heu

Ckavaet
MHPULUMPOBaHHbIN PDF
[lepengert Ha
BPeOOHOCHbLIN canT




MOBWITbHBIE
KOTEVMHEPDI
SALNLLAIOT OT
BPE[JOHOCHOIO MO
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Yacmo nu ecmpeyaromcs
MObOUJIbHbIE MPOSIHbI?

13 900K nonb3oBaTteneun
(500k+ Android 1 400K+ iOS)

B 50%

opraHusauumn
BCTPETUNNCH

bl Bt

Spyphones

TapretTmpo-
BaHHblE
Yrpo3bl

Remote Access Trojans &

KopnopatneHble gaHHbIE B OMAacHOCTU: emalils,
Pa3roBOpPbLI, HAXXaTWA KnaBuLL, 3BOHKH,
KoopAuHaTbl COTPYAHUKOB

Source: Lacoon and Check Point Joint Research Published February, 2015
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C apyrou CTopoHbl. pacwmpeHue BYOD

NO3BOSIAKT NOAKMOYATb NMUYHbIE YCTPOUCTBA K
KoprnopaTuBHOWU CETU

paspeluatoT obpabaTbiBaTbh KOPropaTUBHbLIE JaHHbIE Ha
NINYHBbIX YCTPOUCTBAX

cTankmparTca ¢ npobnemamm ¢ 6e3onacHocTbio BYOD

BYGLS

BRING YOUR OWN DEVICE

Could BYOD be ‘Bring your own doom’?
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MoOunbHbLIN —
OT/INYHOE YCTPOMNCTBO AOJIA LUMMOHAaXa

Researcher To Demo Spy-Phone At
Black Hat

Using tl

awevices 1IPhone? It's a spyphone: Apple devices can
"= record your every movement

i?;ﬁt; » Hidden in Apple phones is a function which logs every journey you take
surroun! Frequen

et iphones HOW Mobile Malware Bypasses Secure
sreing: . Applecl o ntainer Solutions

dineave | Professt

090000

Secure containers and wrappers fail to prevent mobile malware from compromising

enterprise content.
Why? And more importantly, how can you mitigate the threat?
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Spyware — Hackonbko nerko?

Cell Phone Spy Software Companies Reviews

Money 24h
Rank Software Score Review 0S Support honey Price
Back Support

e Android (al
devices), i0S (no | 10 9
1 okokokok jailbreak required), || days v %39
e Mac OS, Windows

2 e Aokok @ Android, BlackBerry $49.97

Mobile Spy

-
Lad Symbian, Android,
3 aﬁ?j Aokhok @ i0S, Blackberry, $49.9

Windows Mobile

SpyBubble

Symbian, Android, 00
@ hokok @ Apple, Blackberry $149'
Spyera

* Johk @ Android, i0S $22.9

iSpyoo

Android, iPhone,
sohkrx (EEP packveny, $16.9

Windows Mobile

WebWatcher
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OOKYMEHTDI

3ALLMLLEHbLI MPY
OTMNPABKE C
MOBWIBHOIO
YCTPOWCTBA
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OpvHakoBas 3almMTa Ha BCeX YCTpoOUCcTBax

| B —=

MDM/Secure container sawuulaeT AaHHble TOSbKO
Korga oHM Ha MOOUITbHOM YCTPOWUCTBE

A Ha lNK/HoyTtbOyke?

[1OKYyMEHT OomkeH ObITb 3aLluLLEH

Ha nobom yctpouctee
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YTo npounsonageTt nocne oTnpaBKu
AOKYMEHTa C MOOUINbHOro yctpuocrtea?

MoxeT nn MDM/Secure container 3almTnTb OOKYMEHT,

OTNpaBneHHbIN Ha:
_ >
. CTauMOHapHOe YCTPOICTBO e "? \ NS
. Ny
- Windows/Mac OS
dannoBbIn cepBep

3" party (3akasumky/napTHepy)

B HEKOHTPONMPOYEMYHIO 30HY
(Dropbox, Google drive, Box, etc.)

[oKyMeHT JomkeH ObiTb 3aLlnLLEH,

'oe ObI HU HaxoaQuncs
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PeanbHbIN cueHapuun

Data loss Data theft
OTnpaBka KoHUAeHUMansLHOro OTnpaBka KOHPUaEHUMaNbLHOro
OOKYMEHTa OOKYMeHTa
HeaBTOPU3OBaAHHOMY HeaBTOPU30BaHHOMY
MnoJyib3oBaTesio nosfib3oBartesio

MDM/Secure Containers He cnocobHbI NPeaoOTBPaTUTL
YTEUKY UM Kpaxy AaHHbIX C MOBUNBLHOIo YCTPOUCTBA




bPELLIN B
BESOINACHOCTW
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Mud bl pazobnayeHsbl

MDM

— He ngeHtTMgunumpyet BpeaoHOCHOe coaepXumoe,
cKkaynBaemMoe Ha yCTpPOUCTBO

— He npepoTBpallaeT 3apaxeHue

MDM/mobile containers He MoOryT 3alnUTUTL OT
paHee ycTaHOoBMEeHHOro BpegoHocHoro O

MDM/mobile containers He MoryT 3awuaTb U
oTcrexmBaTb AOKYMEHTbI, MOKNHYBLUNE SaLLI,I/ILLI,eHHbII/I
KOTEUHEP e




3aKpbiBaemM bpeLuun
PACLLMWPEHHOE OBHAPYXEHWE N YCTPAHEHNE YITPO3

Check Point
Mobile Threat
Prevention

Bbicovyaniumm ypoBeHb
©e3onacHocTn gnsa 10S n ANDROID

Jlyqwee obHapyxeHue yrpos

MonHbIn 0630p

AHanuntuka yrpos

NcnpasneHue npobnem
B peanbHOM BPEMEHM

[MpocToe BHeapeHne

Mpo3payYyHocTb Ans Nonb3oBaTens
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Capsule Workspace

4 ™

icnonb3oBaHue
Personal Business JIn4yHbIX YyCTpOUCTB ANng
R 'nformation KopnopaTuBHbIX AaHHbIX

NOT
MANAGED  MANAGED

- i :
it <8 d
: ‘ YnpasneHue YnaneHHoe
TONbKO YHUYTOXEHUNE

Bu3Hec busHec
OaHHbIMU ONaHHbIX




3alwmuieHHana busHec-cpena

iPad &

20 v SALUULLEHHDbIU exon
m Calendar )
Contacts nPOCTOM HOCTyn

K BM3HEC NPUSTOKEHUAM

2. Notes
B

- | Saved Files

MEPEOAWTE nog IT KoHTposb
Y Vitual Deskiop TOJIBKO 6usHec nidpopmaumio
% Virtual Wordpad

% Web file download

% World Clock

KopnopaTunBHbIe AaHHbIE 3aLMLLEHI
BE3OE
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3awuTa KOpnopaTuBHbLIX OOKYMEHTOB

—— BE3 napons
1‘ Peron Dat E' AL I\/Iy-Compay ~ ‘ o
2 Andrew Brust : ::O wz gg Total CashFlow: L..'.l22.38 I-I PO3 PALI H bl M D'OCTyrl

3 Bill Ry .

: Ci:i?r:rr]ilm 12 :i' 420 uz TobinTitous Casfi(;hart :.Z: -

e aBTOPM30BaHHbIX MOSb30BaTENEN
18-Mar ¥

FPAHYJIMPOBAHHbIN

AOCTYyN K AOKYMEHTaM

Mark Dunn 15Mmar @ $40.0
ond S-Mar -510
hen F 18-Mar 540
n Titu: 17-Mas $27.3

[JOKYyMEeHTbI 3aLULLEHDI
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NMpenmywectBa Check Point Capsule

CHECK POINT

CAPSULE Check Point Secure File Sharing/ Cloud Base
Capsule Containers IRM Security

\l?vtéﬁr iknsepsafce ‘/ \/

Network
Protection

Protect Files
Everywhere

Unified
Security Policy

v
Al v
v
v

EAVMHCTBEeHHbIN Npou3sBOAUTENDb
Ona 6e3onacHOCTU MOOUINIbHbLIX YCTPOUCTB



3awuiaemMm MoounbHbIe pybexu

Screen Encrypt

for Safe Business

Malware 4 YVorkspace B8 pocuments

Simple and Accessible
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