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Today'’s digital Enterprise needs a new style of protection

Q Off Premise /
10T Qe,o s

0'6’0

Protect what matters most:

your users, applications, data
interactions between them,

regardless of location or device
On Premise

BIG DATA
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Existing SAP audit features

— SAP System logs (SM21) — Security Audit Log (SM 18-19-20)
— All system errors — Unsuccessful authentication attempts
— Alerts — Successful / failed RFC-requests
— Unsuccessful authentication attempts — RFC-request calling modules functions
— Process messages in system log — User accounts changes

— Successful / failed transaction initiations

_ Changes to audit level
_ HR Log data (RPUAUDOO) ANges 1o auditieve

— Unauthorized access attempts
— Who, what, when has modified infotype data — Logging Changes to Table Data (SE13)
— Table changes log

Good for system errors and the fact of a change..

but will net provide insights on data views or data changes inside SAP transaction!
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Ul Logging workflow

e —— —
[& Infotype Edit Goto \Wage types Extras System  Help w [ Osply  System  Help lm ©) 4 @ % )= S5SPG420: Unauthorized data access! - Mes..,
@ 22 dH Q@@ CHE UL RE @ g FdBIC@ EHR DL 0 AR @B 3y
- - Message Insert Options Format Text
Simulation of Data Transfer
1 Basic Pa a1 = i
Display Y 8 3 Y .% x (i MovetoFolder~ || @ O Categor:
o ) —E —ﬁ\ —
@ B & [fraymentsand deductions -~ : . Create Rule ¥ Follow U
B Resly Repl Forward | Detete B3 ok |
— _— £ ; . i
Personnel No 1 Name Christian Schubert s o) to All ,3_-3 Other Actions E-mail =|| L= Mark as L
EE group ; Active Pers.area DEO1| Personnel area DEOL Records of table /LOGWIN/RECB... GUID=4ECABIZ25CCI00FCE1 0000000A424CCT: ' Respond Actions COptions
oo i 5 TIMESTAMP=21.11.2011 22:10:50;
EE subgroup . Safaried elmployees . . . ) . Log GUID . m;n:e.ﬂsrtfﬂmp Logged Entrtvl TRX_NAME=PA20-Display HR Mactey Data: . - —
Start 01.01.2011 to 31.12.9999) Chng [10.11.2011|101TZ 4ECEU92( SE16-Data Bror « || SERNAME=LOITZ; This message was sent with High importance.
4ECO003¢  21.11.2011 11:00:03 | SEL6-Data Brot = || CLIENT_PC=147.204.241.77; ||
4ECO095¢  21.11.2011 11:01:20 | SEL6-Data Bro! ?Egﬁigigg\'}_%%wi I From: WF-BATCH [WF-BATCH@420.5PG.r3.wdf.sap.corp] sent:
Payment type |0 | Basic contract Object ID | 4ECO00BM ZL11.200111:01:55  SE16-Data Bror ' To: Loitz, Martin
ol ) — 4ECO097: 21.11.2011 11:01:55 | SE16-Data Brot !
Reason Next increase 4ECOD87: 21.11.2011 11:01:59 | SEL6-Data Bror INPUT  ===== Co
| Pay scale - || Further Information | 4ECO0978  21.11.2011 11:n :n SE16-Data Bro! 22.5*2[[5&?1?3%5 Subject: 5PG420: Unauthorized data access!
Type & ] Capacity Ut Level [ 0,002 o= 4ECO097F 21.11.201111:02:07 | SEL6-Dats Bro' X =420;
= = 4ECO007F  21.11.2011 11:02:15 | SE16-Data Brot
Area 01 Baden-Wuerttemberg Work hours/period 0,00 Monthly 4ECO098° 21.11.2011 11:02:15 | SE16-Data Bror OUTPUT  **+*4
[ 4ECO008;  21.11.2011 11:02:17 | SE16-Data Bror
Group == Level ST 5 8,00 JlEWR 4EC9099E 1.11.2011 11:03:08  SE16-Data Bro! gﬁ:—é&ﬁlﬁ%& ! T
4ECABIR: 21.11.2011 22:00:55  PAZ0-Display H TITCE=Display Basic Pay; Security Alert for System SPG/420
it Uni 4ECABPBI 21.11.2011 22:00:50 | PA20 Display H PA20.MPOODBOD. 2000,/ 1PAPAXK/HDR_42002A.0100._DGO1_4
AN S A O R el Sllveee o] e (U B L TE G 2 L0310 [pAa DEDEVH PA20.MPO00S00.2000./1PAPAXK/HDR_42002A.0100.5_DG02_4
MRE10 Standard salary 2.500,00 EUR il 0,00 4ELABID L0 — PA20.MPOODBO0.2000./1PAPAXK/HDR_42002A.0100.5_DGO3_4
dard b I:\ 4ECAB2C]  21.11.2011 22:10:07  PA20-Display H PA20.MP000S00.2000./1PAPAXX/HDR_42002A.0100.5_DG04_4
ME20 Standard bonus 0,00 EUR I [ 0,00 SeAD| 21112011 72:10:08 | PA20Dsnhy H PAZ20.MPOODS00. 2000,/ 1IPAPAXK/HDR_42002A.0100.5_DGOS 4 e
' — ' ey PA20.MPOODBO0. 2000,/ 1PAPAXK/HDR_42002A.0100.5_DG06_4 Critical Data Access
M230 Standard bonus (%) 0,00 EUR T ¥ 0,00 Percent 4ECABIE!  21.11.2011 22:10:25 | PA20-Display H PA20.MP000800.2000./1PAPAXX/HDR_42002A.0100.5_DG07_4
4ECABPE| 21.11.2011 22:10:29 | PA20-Display H ) Lo .
=i RERERTE TR [T The following user activities have been assessed in system SPG/420
4ECAB32| 21.11.2011 22:10:47 | PA20-Display H PA20.MP000800.2000.MPO00B00.0300.Q0008.5UMBB[0]()=2.5
a 4ECAST2. 21110011 22:10:50 | PAI0 Disev ;ﬁg.mgggggg.gggg.mgggggg.gggg.vqnnnnnn%u&»;s;%[ln]](t))jﬁﬂ User Id Date Time Accessed Iltem
- 4ECABSAI " 21.11.2011 22:11:06. [PA0-Disolay H PA20.MPDOSO0.2000.MPDO0S00.0300-Q0008.LGTXT 1]()=5tan an- Salary data of employee (
e 90 4ECAB33I 21.11.2011 22:11:07 | PA20-Display H PA20.MP000800. 2000, MPO00SDO.0300.Q0008.0PKEN[1]() LOITZ 21.11.2011 21:10:50
4ECA833] 21.11.2011 22:11:08  PA20-Display H PA20.MP000800.2000.MP000800.0300.Q0008.BETRG[1]()=2.51 Schubert was accessed
i . ; i X : - ||_PA20.MP000BO0. 2000.MPO0OBOD. 0300.00008.WAERS 110)=EUR
IV |21.11.2011| - 31.12.SSSSE 3 2.500, 00| |[EIR 0 T Li1, Col
4 . —— —
e Ea

3anucbk B fnor

[TpocMOTp nonb3oBaTenem YBeaomMneHus
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Use cases

— SAP HR. PII
— Transaction PA20, infotype 0002

— SAP HR. Payrall
— Transaction PA20, infotype 290 subtype 21

— SAP HR. Payments report
— Transaction RPLPAYO00

— SAP CRM
— Clients
— Contracts

—
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Pll usecase: user activity

Display Personal Data
H B2
TAEIEIEIE .
&= [E][E]E] [Z][& Personnel No )
Find by EE group 1 Active Pers.area |DE01 | Personnel area DEO1
~ @ Person EE subgroup DU salaried employees
® i | P — | P —
[l Collective search help Start 22.07.1980| To  |31.12.9998] chng|13.11.2013|L01TZ

« (Hll search Term
- {Hl Free search

| Name

Tite ] N
_____ Last name 'Schubert ' Title ' ¥

First name ' Christian ) Initials
Marne prefic ' v Other title ' ot
Formatting \Christian Schubert 'Spec.furmat loa!

| Birth data
NameAtBirth | '
Mame Prefix ' v Other title ' v
Birthdate 22.07.1380 Birthplace '
Language 'English d Ctry o.birth ' -
Mationality | Gerrman v Other nat. ' v |

| Marital status/religion

Mar.Status > Since Religion '
— Ma. child. ]
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Pll usecase: audit trail

—
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J[==].

BASIC (4)

i | Client IP in Log Host Name Proc. Sts | Platform  Sub Tech
D | 147.204.248.246 MOWNG0259514A 10

D 147.204.248.246 MOWNG02595144 10

D | 147.204.248.246 MOWNG0259514A 10

D | 147.204.248.246 MOWNG0259514A 10

PAZD

(&)(F)#)EE)EL)
Records of Table /LOGWIN/REC_INF (7)

Transaction code | Client-Side TCode  Current Function Code | Entry Type | PBO Fla

PAZ0 20 X

Attribute/Value pairs (29)

Index Parent Index Mame

0 0 PO0O02-BEG |
POOOZ2-END, I
PO002-AED . 13.11.2013

PO002-UN,, | LOITZ

RPSOM-SPR._
QOO02-AN_,  Mr
PO002-MAC [ Schubert
POOO2-TIT, .
PO002-VO, | Christian
POOO2-INITS

PO0O2-VO,,

POOO2-MA,,

POOO1-ENA . Christian Sc.,
POOO2-KNZ, 00
POOO2-MA,,

PO0O2-VO,,

POOO2-MA .

QO002-GB 22.07.1980
QUO02-GB._,

PO002-GB,.

PO0O2-SPR_. EN
PO0O2-GBL,

(=N -IN-1N - - - - - I - A - - I - TR - - - - -] - -]
Lo T e e Y e Y e e e T e Y o e e T e R e e Y e T e e Y e} ) e R e

T T
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Running reports: user activity

—
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Payments and Deductions
k1%
Hey date: 17.06.2014
PerNo Name Lotivity PT PR PS Group PL
Infotyp Subtyp Ok Start Date End Date
Reas.
W. type Curr [ Number Unit fdifference
00000001 Christian Schubert 40 01 M3

MR10
MR20
MA30

Rk

0002 Basic Pay

Standard salary
Standard bonus
Standard bonus (%)
Total

1] Basic contract
1.800,00 EUR a,
153,39 EUR a,
0,00 EUR a,
(1.753,39 EUR | a,

17.06.2014-17.06.2014

00 0,00
00 0,00
00 0,00
00 0,00




Running reports: audit trail

8| (&) [&)[F)E)0E)[F.) (2] & .J=E.]
3ASIC (12) Records of Table /LOGWIN/REC_INF (1)
e |Client IP in Log | Host Name |Proc. S | Platform | Sut | Transaction code | Client-Side TCode | Current Function Code | Entry Type PBO Flag Screen Title | Ctrl Ty | Element name | F
) 10.67.192.123 dewdfm0328 10 SE3E SE38 30 X Payments F
) 10.67.192.123 dewdfm0328 10
) 10.67.192.123 dewdfm0328 10
) 10.67.192.123 dewdfm0328 10 D
) 10.67.192.123 dewdfm0328 10 —
) 10.67.102.123 dewdfrmi328 10 &) [&]FHEI[F) (S]E @ .=,
) 10.67.192.123 dewdfm0328 10 - -
) 10.67.192.123 dewdfm0328 10 Attrlbute/VaIue sellz (17)
3 10.67.192.123 dewdfm0328 10 Index  Parent Index Name MName Value
) 10.67.102.123 dewdfmo3ze 10 1 0 REPORT_LI. Key date: 02.07.2014
) 10.67.192.123 dewdfm0328 10 2 4 EEERTLL
) 10.67.102.123 dewdfmi328 10 3 0 REPORT_LI | Pero Name Activity PT PA PS Group PL
4 0 REPORT_LI | Infotyp Subtyp Ob Start Date End Date |
5 0 REPORT_LI_ | Reas. |
6 0 REPORT_LI. | W. type Amount Curr D Number Unit  %%difference
7 0 REPORT_LI
8 0 REPORT_LI_ | 00000001 Christian Schubert 40 01 M3 |
9 0 REPORT_LI. | |
10 0 REPORT_LI_ | 0008 Basic Pay 0 Basic contract 02.07.2014-02.07.2(
11 0 REPORT_LI | |
12 0 REPORT_LI. | MA10 Standard salary 1.600,00 EUR 0,00 0,00
13 0 REPORT_LI. | MA20 Standard bonus 153,32 EUR 0,00 0,00
14 0 REPORT_LI | MA30 Standard bonus (%) 0,00 EUR 0,00 0,00
15 0 REPORT_LI. | ***=* Total 0,00 0,00 [
16 0 REPORT_LI.
17 0 REPORT_LI,
L
Sag
—
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SAP GUI-client logging

Server oriented

1 architecture
" sAP cuI " SAP cuetema ) PenozuTapHii

ana Windows 7 -

=S st = Dynpro Mpoueccop B0 XpaHeHwne

Pt . el Ul Logging — is NetWeaver

i R— i- i add-on, which is able to

e = [ see inside data exchange

- between SAP server and
SAP GUI-client
Plus for segregation of
u » ) | roles we put logs into

secure archive

SAP Ul Logging

—
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ArcSight Analytics
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User activity monitoring with ArcSight

— Needle in a haystack
— who has been changing this infotype in last 3 months?
— what infotypes this person has changed in last 2 weeks?

— Correlation
— customer billing info changed and reverted back during a week
— customer discount changed more than by 10%

— during a set window of time user has approved too much bills (#/$%$)
than usual

—
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HPE ArcSight: user UPDate activity visualization

SAP Ul Logging
USERMAME ¥ HOST_MNAME T TRANSACTIOMN_ .. T GUL_TITLE F Y UCOMM Y NAME
0/a
LOCK" USER_ADDR™
PS 144 - SELNAME-
Maintain HR Master Data - M- % MAX_SEL_%_AFP_ %TE}(T
CREA- 5_DGO5_100A00_DTX_ F'UUEH*’WERKS-
SEL - RF'SEJG/TIMRB-
dewdfm0593 SUID_ST_MODE_ ADMINDﬁTA MDDIFIERﬁ
User Maintenance: Initial Screen- TABOS- %, IQ AF'EV% TD/TE:(T»-‘

%,IE % _APP %rT[‘f,«TE}(T

% 14.% ARPEo- TD TE:fI'"‘

B A92 wﬁ%‘g P %;'LE)'TEXT

e ﬁeﬁﬁn 94APP_%-TEXT-

5D G5 004G

\

Data Browser. Table-TSECLOG_SETTINGS: Selectiss.
,:EJAT FOO01_WERKS -
T5[J1TE'_I’_E}(T:=
F'UUEJT%EE&_ML

Data Browser: Table /LOGWIN/LOG_MNV_D:f5electiof .

Charge@rganizational Assignment-
Maintain-Users -

Display Payroll Status - .
MBWNED28082 84! 5/ -

Data Browser: Table TSECLOG_SETTINGS Seqlg,

Display Organizational Assignment- pggnm
k! DG'US“«‘IUQ&U‘I DTX“PBUULWERKS—
5_DGO6 mﬂAULDAT FO001_PERSK -

KE.‘IUBJ:BSTATU S T-

Prompt for Customizing-reguest
Display Basic Fay-

Data Browser: Initial Screen- @
[
L
L

Input Help'Personal Value List- KDUBQ?‘.S”EXT
PUUUB—UNHMME;
Change Personal Data- QO00Z2-KITXT=
Create Request. To915-5STEXT-
—
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Log analysis by HPE ArcSight

@ ArcSight Command Center

—
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Dashboards Events Reports Cases Applications Administration

(Change Personal Data OR Change Organizational Assignment) AND ER1 A l

Advanced Search

S0
20
so
&0
30

»

Fields| DefaultFields Eﬂj [ Auto Update| 5 min Bl 254 O, 11,962 BY 00:02.114 Export Results...
12:18:13 12:26:13
Events

=]
=]

=
=]

Page 1 of 11 » | Pl || & | ShowRAW Al | None

endTime name sourceAddress destinationAddrass priority
1 2015/08/27 12:40:52 PDT SAP UI 10.27.192.203 2
2 2015/08/27 12:40:51 PDT SAPUI 10.27.192.203 2

RAW CEF:0[SAP UIISAPI1.011SAP UllUnknown| eventld=1396210end=1440704451904 mrt=1440704452743 art=1440704451904 cnt=1 type=0 priority=2 src=10.27.192.203 sourceZona="10000
msg=005056AC4ER11EESBEEBDOFDD01EAZDA:005056AC4EB11EESBEEBGTDBT70B42DA:005056ACAERT1EESBEEBGT 1BEFSEGZ DA modelConfidence=0 severity=0 relevance=10 locality=Local as:
Organizational €55=MP000100 cs6=MP000100 fname=100 fileld= fileHash=100 oldfileName= oldfilePath=PA30 oldfileld=X oldfileHash=100 originator=0 duser=4 duid=2000 dproc=01
sourceServiceName=2000 spriv=10 flex5tring1=PA30-Maintain HR Master Data flexString1 Label=TRX_NAME aid=3xq+ScEBBABDfetPqUIPEXw== at=flexmulti_db av=7.0.6.7189.0 atz=Europe/Mosi
agentAssetld=40cBAZUBBABCIS9GBYNIOWO== deviceExternalld=ERT deviceFacility=17 dtz=Europe/Moscow LbIString1Label=NAME Lbl5tring2Label=VALUE [bl5tringdLabel=GUI_TITLE IbIString5Lab
oat=flexmulti_db oav=7.0.6.7189.0 oatz=Europe/Moscow oahost=AFONINT cagt=192.168.1.38 vagentZone=100000056 vagentAssetld=4QcBAZUSBABCJs9GBvnIQWQ== fdeviceExternalld=ER1 fD
fdtz=Europe/Moscow

3 2015/08/27 12:40:51 PDT SAPUI 10.27.192.203 2
4 2015/08/27 12:40:51 PDT SAP UI 10.27.192.203 2

RAW CEF:0[SAP UIISAPI1.011SAP UllUnknown| eventld=1396208 end=1440704451374 mrt=1440704452743 art=1440704451374 cnt=1 type=0 priority=2 src=10.27.192.203 sourceZone="10000
msg=005056AC4EB11EESBEEBDOFDDO1EGZDA:005056AC4EB11EESBEERBGTDET70B42DA:005056AC4EET 1 EESBEEBGT 1BEFSEGZDA modelConfidence=0 severity=0 relevance=10 locality=Local ast
Organizational €55=MP000100 cs6=MP00O100 fname=100 fileld= fileHash=100 oldfileName= oldfilePath=PA30 oldfileld=X oldfileHash=100 originator=0 duser=4 duid=2000 dproc=01
sourceServiceName=2000 spriv=10 flexString1=PA30-Maintain HR Master Daia flexString1Label=TRX_NAME aid=3xg+5cEBBABDfetPqUIPEXw== at=flexmulti_db av=7.0.6.7189.0 atz=Europe/Mos
agentAssetld=40cBAZUABABCIsIGEvnIQWO== deviceExternalld=ER1 deviceFacility=17 dtz=Europe/Moscow LblString1Label=NAME bIString2Label=VALUE |blStringdLabel=GUI_TITLE bl5tring5Lab
nat=flexmulti_db 0av=7.0.6.7189.0 oatz=Europe/Moscow oahost=AFONINT oagi=192.168.1.38 vagentZone=100000056 oagentAssetld=4QcBAZUBBABCIs9GBvnIQWQ== fdeviceExternalld=ER1 fD
fdtz=Europe/Moscow

5 2015/08/27 12:40:51 PDT SAPUI 10.27.192.203 2
] 2015/08/27 12:40:50 PDT SAP UI 10.27.192.203 2



HPE ArcSight: user

7b[kxGhcEBBABChZPVUhEWBhg

Bpema navana:
BpeMa oKOHYaHHAS
dunbTp:

(W1 arexTa

0

asr 2015 :00

BCTpoeHHbil dmnbTp:  DUNETP OTCYTCTBYET

NMposepennbie npaguna: Het npasuna

replay” And NonbsoBaTenbokme NpUBkNerie ueni N

Ouenb BoiCokMit: 0

1]
a
OueHb HUSKMIE: 753

Bcero cobuiTmit: 753

DURLTP

ATpHBYTEI Mona copTHpo

u & 1l '= @ ownstpe B Axrves B vaser

| Papap

WsMeHuTs | Ceoaka

¢ Event YCNOBKA

M arenta = /Al Connectors/Site Conner
HMma xocra ycrpoicrea NOT Like %tsap

Coobwenne NOT StartsWith nposepk
f BpeMA OKOHYEHMA Aapec 3noyMeiung MMA xocTa 3noyMeiwng MMa nonssosat) Mons3oBaTensakan cTpoka 4 yorpol CTpoka Flex 1 MonesoBaTensokan cTpf Nonb30BaTensckan cTpl Monb30BaTeNsCKaA CTP BHewHwil M4 & Mpwumsa NOT Is NULL

27 aBr 2015 22:27:52 M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data $_DGO1_100A03_DA... |1000003 /1PAPAXY/HDR_10003A ER1 - n T U
27 agr 2015 22:27:44 MSK |10.27.192.203  |MOWMNE0280828A UIL_USER Display Organizational Assignment  |PA30-Maintain HR. Master Data  [T528T-PLSTX LLTaT Jomsk 1l MPOOO 100 ER1
27 asr 2015 22:27:45 MSK. (10.27.192.203 MOWMNG02808238A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PLANS_2MD_TEXT Technolog 1 grade MPO00100 ER1 i @ URI sompr arenTa NOT Is NULL
27 aBr 2015 22:27:46 M5K. |10.27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data POCO1-5TELL 00000000 MPOOO 100 ER1 =
27 aBr 2015 22:27:48 M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-ORGEH 50000010 MPOOO 100 ER1 I=m
27 aBr 2015 22:27:39 MSK. [10,27.192.203 MOWMNE0280823A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data  [TS03T-PTEXT [Top Manager MPOO0100 ER1
27 aBr 2015 22:27:40 MSK. |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PPRHPR-PROZT 100,00 MPOOO 100 ER1 < LU} |
27 aBr 2015 22:27:42 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-5BMOD ZRU1 MPOOO 100 ER1 s
27 aBr 2015 22:27:43 MK |10.27.192,203  |MOWNBS0280828A UIL_USER. Display Organizational Assignment  [PA30-Maintain HR Master Data  |PO001-PLANS 50000075 MPODO100 ER1 E |Common Conditior +/- TMofiankHas nepever
27 aBr 2015 22:27:34 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data  [TS01T-FTEXT Active MPOOO 100 ER1
27 aBr 2015 22:27:36 MSK. |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-ABKRS o1 MPOOO 100 ER1 on. VenosHe
27 asr 2015 22:27:37 MSK. [10,27.192.203 MOWMNE0280823A UIL_UISER. Display Organizational Assignment  [PA30-Maintain HR. Master Data [ T549T-ATEXT Monthly MPOO0100 ER1
27 agr 2015 22:27:33 M3K  |10.27.192.203  |MOWNS0230828A UIL_USER Display Organizational Assignment  [PA30-Maintain HR Master Data  |PO001-PERSK UH MPGOG100 ER1
27 aBr 2015 22:27:30 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data  [TOO1P-BTEXT textzrull MPOOO 100 ER1
27 aBr 2015 22:27:31 M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-GSBER 0001 MPOOO 100 ER1
27 asr 2015 22:27:32 M5K [10,27.192.203 MOWMNE0280823A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data HRICA_BAREA-BUS_A... Business area 0001 MPOO0100 ER1
27 aBr 2015 22:27:33 MSK |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-PERSG 1 MPOOO 100 ER1 4
27 aBr 2015 22:27:24 M5K. |10.27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data POCO1-BUKRS ZRU1 MPOOO 100 ER1
27 asr 2015 22:27:25 MSK. (10.27.192.203 MOWMNG02808238A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data HRCA_COMPAMY-CO... (OAQ "eMo-womnaHua” MPO00100 ER1
27 aer 2015 22:27:26 MSK. |10.27.192,203  |MOWNB02303234 UIL_USER. Display Organizational Assignment  [PA30-Maintain HR Master Data  |PO001-WERKS ZRU1 MPOOO100 ER1
27 aBr 2015 22:27:27 M5K. |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data [ TS00P-NAME1 Peruod ZRU1 MPOOO 100 ER1
27 aBr 2015 22:27:28 M5K. |10.27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data POCO1-BTRTL ZR11 MPOOO 100 ER1 5
27 asr 2015 22:27:19 MSK. (10.27.192.203 MOWMNG02808238A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data < DGOS_100A03_DT... Top Manager [1IPAPANY/HDR_10003A ER1
27 aBr 2015 22:27:20 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-BEGDA 01.01,2015 MPOOO 100 ER1
27 aBr 2015 22:27:21 M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO0O1-AEDTM 04.08.2015 MPOOO 100 ER1
27 aBr 2015 22:27:22 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-UNAME UIL_USER MPOOO 100 ER1
27 aBr 2015 22:27:13 M5K |10.27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data . DGO3_100A03_DA... (1 /1PAPAXY/HDR_10003A ER1
27 aBr 2015 22:27:14 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data _DGO4_100A03_DT... |Active /1PAPAXY/HDR_10003A ER1
27 aBr 2015 22:27:15M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data _DGO5_100A03_DA... [ZRU1 /1PAPAXY/HDR_10003A ER1
27 aBr 2015 22:27:16 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data _DGO6_100A03_DT... |Pervod ZRUL /1PAPAXY/HDR_10003A ER1
27 agr 2015 22:27:18 MSK. |10.27.192.203  |MOWMNB0280828A UIL_USER Display Organizational Assignment  |PA30-Maintain HR Master Data . DGO7_100A03_DA... [UH J1PAPAXX/HDR_10003A [ER1
27 asr 2015 22:27:07 MSK. [10,27.192.203 MOWMNE0280823A UIL_UISER. Display Organizational Assignment  [PA30-Maintain HR. Master Data [ T527X-ORGTX Finance MPOO0100 ER1
27 aBr 2015 22:27:08 M5K. |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data ORGEH_2ND_TEXT Finance MPOOO 100 ER1
27 aBr 2015 22:27:09 M5K. |10,27.192.203 MOWNG02308284 UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data POCO1-VDSK1 ZRU1 MPOOO 100 ER1
27 aBr 2015 22:27:10 M5K. |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data $_DGO1_100A03_DA... |1000003 /1PAPAXY/HDR_10003A ER1
27 aBr 2015 22:27:12 M5K. [10,27.192,203 MOWMNE0280823A UIL_UISER. Display Organizational Assignment  |PA30-Maintain HR. Master Data < DGO02_100A03_DA... [Kosanes Anexceil [1PAPAYY/HDR_10003A ER1

: 27 aBr 2015 22:27:01 M5K |10.27.192.203 MOWNG02308284A UIL_USER. Display Organizational Assignment  |PA30-Maintain HR. Master Data PO001-PLANS 50000075 MPOOO 100 ER1
77 AR M5 222702 MaK 1077 197 N7 IMOWINRN7ANATAL Im1ISFR Nierlav Nrnanizatinnal Acsiinment  [PA3N-Maintain HR Master Nata  TRIAT-PISTY Imrar name MPANATAN FR1
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User activity visualization HPE ArcSight

S I

P ]
34\_‘1 6@;&0\3_05{%&%&%6 ~

1-BTRTE-
RT ~—FoorrrERSe—
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4—__.

HOOD1-B GsHER
EX-O_E_GTE?"” -GIBER PA30 | UPD | E_\hange Organizational Assignment
Pt /

[

DTM REPEJRT_LINE

PA30 | UPD | Frompt for Customizing request

S

© POOD2-AEDTM
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1027182203 | UIL_USER
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_ PDOO2-MACHN

PO0B2-GBOATR0002-ANREX

h O
TN E PODDZ-ANZKD
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FODDZ-NATIO

10.27.182.75 | UIL_USER._

GS_ADDR_OTHERS-COMP_NAME

SUID_ST_NODE_.&DMIND.&T.R—MODD’ATE

SUID_ST_NODE_PERSON_NAME-LANG

)

_S._UD‘1-1'UP-IE).| User Main.t'e_nance: Initial Sereen

__ -

SUID_ST_BHAME BNAME

]

SUID_ST_NODE_PERSON_NAME-NAME_LAST
I 7|
 SUID_ST_NODE_ADMINDATA MODIFIE

5U01 |UFD | Majntain Users - D

SUIB, ST_NODE_ADMINDATA-MODTIMI

{ ™
¥ [ \
u .
SUID_S JODE_ADMINDATA-SAVE_STATUS_

SUIDl__LLNODE_PERSON_N;\ME-N)\ME_TEXT
SUID_ST_NODE_PERSON_NAME-NAME_FIRST



ArcSight Activate Framework

Threat Tracking

‘ Situational Awareness

‘ Indicators and Warnings
‘ Base Content

—

Hewlett Packard
Enterprise

Indicators & Warnings

Product based packages organized by
solution. Provides the foundational
elements for data enrichment on the
outer layers.

Situational Awareness

Integrates contextual information from:
* Network & asset models
 Indicators & Warnings packages

Threat Tracking

Continue to build on contextual
information

* Business impact
* Threat Impact
* Next expect event



Analytics use cases on steroids

— Pl data access

— Salary bonus and compensation fraud

— HR (or other internal or compliance) controls automation
— Customer data access — VIP, medical etc.

— Procurement fraud

— etc.

—
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User Behaviour Analytics
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UBA — User centric analytics

® a

2
b o
o 3
@ f ¢
a
1
a4a

Showing 1 to 8 of 8 records

i

82
L]

£ Threat Indicator
B g

© Suspicious Command Used by Users
B

©  Misuse-Suspicious Process (Peer Based)
0
S Threat Indicator
ﬂ ! o Misuse-Suspicious Process

(Peer Based)

B

Misuse-Suspicious Process
(Peer Based)

Misuse-Suspicions Process
(Peer Based)

Account Performing Activity on AWS Servers not Conducted by

Peers
B 1 version .r:- 20154
—
Hewlett Packard
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§ & &

Né@'o & ?\(’Q‘}

F o

Employee  First Last -

1D Name Name LEIEDEr (e

1402 Steve Umero 1012 Steve.Umero@sec.com

1142 Anastasia Morgan 1097 Anastasia.Morgan@sec.com
Datasource Resource Account Transaction
Mo AD-DC- . Name: A process has exited
Windows_Windows_Dal_117 98 AM1142 | DstProcesshame:

- - c:\MyDOC~1\winmsd.EXE
Microsoft AD-DC- , I\fme: A pr_c-:ess has exited
Windows_Windows_Dal_117 98 AM1142| DstProcesshame:

- - C:\PROGRA~1\tini.EXE

. Name: A process has exited
Microsoft | -
\“}IIanTC\DJT Windows Dal 117 gg OC am1142 DstProcesshame:
- - C:\PROGRA~1\DANUSOFT.EXE
Show 200 v records per page
1086 Daphne  Bright 1078 Daphne.Bright@sec.com

[,

MM mmeall | AAAr S T S

Search | employesid

Department

Software Engineering

Services

Client Development

Group
Violation ~ Risk
Count Score
1 0.64444
1 0.64444
1 0.64444
Capital Markets

ST S X -

e o

Action
Taken

K

S
&
&

i

Risk .,

Title STe

Development Manager 3.0 Q

193332 Q

View
D

View
D
View
D

Totalresults: 3| Total pages: 1

Associate Client Relations

Vice President Capital

Markets 10 Q
P g 2}

Powered by @ SECUROND(

Easily view any user
details

User Peer Groups
User Risk Scoreboard
Investigation Workbench

|dentity Attributes show
many details, including
Visual Representation

Visual Drill Down
Resources Access History
Policy Violations

Policy Violations Drill Down

Policy Violations White
listing



HPE User Behavior Analytics flow

—
% Identity
Learn
% ACCESS normal
Identify
Weird
UBA
Activity
(Events &
Applications)

e
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Enterprise

Contextual Visual

Investigation

Abnormal Behavior
Detection

Risk scoring &
Prioritization

Active Monitoring of

Events




UBA - detecting “not normal” by comparing to peers

Outlier classification

60%
Cohesiveness JobKey
30003509
75% 80%
Division Dept.
SECURITIES (@) o) INVESTMENT
OPS

N MGMT
Jane Doe

Manager Title
J.Smith SECOND VP
97% 92%

- Statistical calculation of Peer cohesiveness

— Risk associated with outliers increases with peer
cohesiveness

—
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Peer group analysis

Logically group users based on roles

and responsibilities

Detect anomalous behavior of a user

compared to peers

Peer groups

] Cohesiveness = 20%

. Inappropriate access

4 Cohgsiveness

Peer groups

=40%,.

PR A

T

T
User access

T T

Peer groups

T
User access

] Cohesiveness=.60%, ° o

Peer groups

1 cohesiveness =80%

T
User access

= gt -

Peer groups

] Cohesiveness = 95%

e

T
User access

T
User access

Low risk

High risk

24



DNS Malware Analytics

| I—
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ArcSight DNS Malware Analytics - (DMA 2.6)

DNS Malware Analytics

« 20 minutes to start detecting malware

Near zero false positives

Real-time analysis detect breaches before damage
18B DNS packets/day inspected at HPE center
10° reduction in data boosts ROI

v
o
10125573 — g
01,2556 — » /
-/
100250 — 4
15—
04255
10,4255
TRRIVE
' 61023
i
L2

« Automated breach detection that frees analysts
up by eliminating investigation and starting
remediation

» Detect threats while passing key info to SIEM
systems so analysts can take action much faster

Top Mabuary Typ




ArcSight ESM — DMA Alerts

<L ArcSight Console 6.9.1.2195.0 [vm-esmB9lc:

in.ast] Trial license, G

ARST-SE, Expi

date: 2016/08/01

© File Edit View Window Tools System Help

Bro N = BNV - ST EL"““_‘“ 0 p @ e e

il -

E

RWwsitam (OB

Yiewer

.2

DMA Analytics Overview ‘ HP DMA Analytics Events‘

Top DMA Analytics Events

Bad Clients Querying Random NX Domains

Name

Total {Total Legends 4)

Attacker Address Total (Total Legends 113

[ BadClient-QueriesToManyDistinctBLDomains 1,607 - 5113'33'42'101 40
) ) i 159.113.122.67 39 a0
[ BadClient-HighFreqQueriesToRandomGeneratedNXDomains O10.1.153.146 20
Oio.1.111.216 20
[0 BadClient-HighFreqQueriesToRandomGeneratedDomains 257 H10.1.166.23 20 £
Deadclient-FEIZeussink 15 M10.1.224.78 20 32
O10.1.164.78 20
Mi0.1.92.63 19 28
Oio.1.2.64 13
M10.1.208.60 19 24
Mothers 231
20
16
12
&
4
il
/28 15441400 - 325 1611100 (9]l w)lz2 ) B8~ ||3/25 154100 - 3,28 1611100 [@lio~lz= 0 ~
Bad Clients Querying Random Domains g — ¥ || Bad Clients Querying Many Distinct BL Domains
Attacker Address Total (Total Legends &) Attacker Address Total (Total Legends 11)
Mio.1.0.239 205 M10.1.151.146 436
O10.1.86.222 11 O10.1.255.15 399
Oio.1.123.113 11 O10.1.34.254 340
Oio.1.92.65 10 M10.1.254.100 220
Wio.1.92.64 10 W10.1.255.11 20
M10.1,87.100 10 O10.1.255.14 20
O159.245.90.237 20
Mis9.117.58.85 20
Oiss.a09.255.188 20
Mis9.251.171.197 19
Mothers 133
325 15:41:00 - 325 16:11:00 [ @[ =][z2=]88 ~ (225 15:41:00 - 3/25 16:11:00 [

Data last vefreshed: 2/25 16:11:35

18) [4:06:08] "Alert Counts by Attacker.pdf” saved successfully.

—
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ArcSight Advanced Analytics from business perspective

l Risk Management | Security | Compliance —
]

People

1 O
olilg Analysts | Hunters | Users| Externals E* 1

Process V
@1 Consistent | Reviewed | Measurable o [ )

Technology

‘K%,/l Adaptive | Efficient| Resilient | Scalable <E> I .&

—
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Petr.Hnevkovsky@hpe.com
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SAP & HPE partnership

An experienced partner can help you
move faster, more securely, at your own pace

8] 0 0, 0
ﬂ EZ g ét icﬁl.' es ﬁﬂgr;an-g.a%rgs ::én:l

=3y data complexity Is their an non-value-added activities
argest [T challenge

W

BL%of1a rge

- organizations recognize
the nead to fransform to
the Digital Economy

m15% understand
how to achieve this

Accelerate time to value with HPE
asset based tools and methods

@ 08000 =[]
D [ |

— = Confext-aligned model businass —
= Aglle realization methodology

prototyping
= Combined landscape and = Optimized application and
platform operations

application transformation roadmap

= Engineared, accelerated simplification
» Industry-aligned, focused walue iImpact

HPE and SAP, your partners
‘3' for a digital enterprise

HPE knows SAP, HPE runs SAP!

50+years

of joint solutioning, Innovation and
dewalopment with SAP

Enﬂ reduction through simplification
ﬁmm Time to Value
Reduced risk of failure

Sldlls that provide you with a competitive advantage

—
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Pll usecase: user activity

—
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Display Documents and Certificates (RU)

H B2
«l=)i=)EE) =R
Find by

= % Person

- {Hl collective search help
g IH Search Term
. IH Free search

Personnel Mo
EE group
EE subgroup

17
L

=l

1 Active

[oul Salaried employees

Mame

Pers.area

Start  |01.01.2013)-/31.12.9991]

|Christian Schubert |
| ——— |
DEODL| Personnel area DED1

Chngd 17.06.2014 LEBEDEVD

| Passport of RF Citizen .
| e |
Series l'ﬁ' 77l [777777 J Iss. Date
1
Expiry Date
Issued by 'ggg
Subunit

Additional info




Pll usecase: audit trail

—
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3 Proc. S, Platform  Sub Tech
29 10
129 10
129 10
129 10
129 10
129 10
29 10
29 10
129 10
129 10
129 10
129 10
129 10
29 10
i29 10
i28 10
128 10
128 10
128 10
128 10
128 10
28 10
i28 10
128 10
128 10
128 10
128 10
128 10
128 10

(&) [&)[F])E)E]BL)
Records of Table /LOGWIN/REC_INF (5)

Transaction code  Client-Side TCode Current Function Code  Entry Type

PBO Flag Screen Ti

PAZD PA20 20 X Module pr
PA2D PA20 20 X Module pi
PA20 PA20 10 X Display Dt
PA20 PA20 10 X Display Dt
PAZ0 PAZ0 1 (X Display Dt
10

(&) [& )56 52 (L)

Attribute/Value pairs (15)

U—I
.

oo e e e e e e e e e e e e

;

Index  Parent Index Mame

0

oo oo e oo eeoelae e e

Narme Value
PO290-BEG . 01.01.2013
PO290-END 31.12.9999
RP30M-5PR,

PO290-AED  17.06.2014
P0O290-UM LEBEDEVD
P0290-SER_[ 50
PO290-SER | 77
PO290-NO_\ 777777
P0O290-DA .

P0O290-DA .

P0O290-PAS . gag
PO290-PCO_

PO290-TEX

PO290-TEX .

PO290-TEX



Technical detalls

— Joint offer SAP+HPE
— Solution could be customized to fully address specific user cases
— Fully supported by SAP / HPE
— SAP GUI for Windows available SAP NetWeaver 7.00, 7.01, 7.02, 7.31. 7.40 will be available soon

— Could be extended to:
— Logging of CRM Web Client Ul
— Logging of Business Warehouse Access (Bex Analyzer, Bex Web, BW-IP, BICS, MDX)
— Logging of Web Dynpro ABAP
— Logging of RFC/BAPI & Web Service (Ha nogxoge)

— Other Ul could be supported on a request basis

—
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User activity visualization HPE ArcSight

Total Count per NAME

500 PR (P8 X 10 T

% |I1ST_BRE_%_APP_%-TEXT

RP
PON0E-ANSALY
PODOZ-MATIO, | f

20003-ADSLIM H

%_MAK_SEL_%_APP_%-TEXT
SUID_ST_NODE_PERSON_NAME-LANGU \ LIST_BRE
T528T-PLET
TEOOP-NAMET, MAX_SEL
PPRHPR-PROZT, &
PO003-UHROD

E0003-AEDTH | XDATAEIROWS E-TABLEMAME
FOO07-LINAME,
POOOT-PLANMS.
POO01-ORGEH__

POO01-BTRTL__ /

FO001-ABKRES —

HRCA_BAREA-BUS AR _DES ™
$_DGDT_1DDADE_DAT_PDDM_PERSK::
§_DG05_100AD2_DAT_PO001_WERKS ™
§_DGO3_100A02_DAT_PO00T_PERSG”,
§_DG01_100A02_DAT_POO00_PERMR

BUID_ST_NODE_FERSON_NAME-NAME_LAST”

F'EIEIEIS-RRDAT/

[2-HIGH Ve \$_DGDE_1DDADD_DT}{_PDDW_WERKB
[1-HIEH
G5_ADDR_OTHERS-COMP_MAME i

SUID_ST_BHAME-BNAME

%t DGO1_100A00_DAT_POD01_EMNAME

t_DG02_100A00_DAT_POO01_FPERSG

H$_DGDE_1 00AD0_DTH_PO0O01_PERSG

\‘\'$_DGD4_1 00ADD_DAT_PO00T_WERKS

% _18_%_APP_%-TO_TEXT

% DGOE_100A00_DAT POO01_PEREK
|7 % APP_%-TEXT

$_DGOT_100A00_DTH_PO001_PERSK
PE0G-TIMRE
RP50G-5ELEC
%_112_%_APP_%-TO_TEXT UID_ST_RODE_ADMINDATA-SAVE_STATUS_TEXT
—
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Succeed with SIEM - ArcSight Activate Framework
Get the most from your HPE ArcSight implementation

900 T/ain & Retain i Maintain SIEM KeSeepcﬂfitwnh
Resources Content Challengis

Install packages drive fast « Guidance, advice, standard
deployment and efficient use use cases, and content
of resources packages optimize catching

Standardized framework

enables consistent and

repeatable processes that

reduces training time for new Common, reusable the bad guy

methodology to create content «  Documented common

and rules framework enables knowledge
sharing of threats, trends and

monitoring capabilities

employees

Sharable content facilitates
technology use and
knowledge transfer

—
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Indicators and Warnings

User Authentication System Changes

Successful User Login Changes to Critical Registry Files

Brute Force Attack in Progress Kernel Modules Unloaded

User Management System Errors

Account Lockouts Data Execution Prevention Alert

User Added to Administrative Group Service Crashed Unexpectedly
Countermeasures

Product Specific Events Product Patterns

Denial of Service Event Detected Baseline System Processes

Multiple SQL Injection Attempts Baseline Network Flows

—
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Vertica-powered DMA pushes the boundaries of advanced

analytics
DNS server DNS Data Collector Vertica Powered Analytics
T 150 million /day N
[ i) e e ] - Near-zero false positives
ﬁ ﬁ
15 billion } L\, @ 6’8
/day ¢ .
capture filter analyze remediation
Botnet command &
— control
— Data exfiltration
g DNS tunneling
99% normal traffic v kel Tiels
—
Hewlett Packard

Enterprise 38



DMA - Dashboard

DNS Malware Analytics

Dashboard  Alerts DNS Finder

Top Domains Shared By Infected Clients
Haver over a domain 1o view

Top Malware Types
Malware used by malicious domains 1o infect ciient IPs

DGA-Generic
Unknown-3Lwv
Zeus-Short5TLD
Forbidden bigrams
Conficker-ABDGA-Ge_

—
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Mar 21, 2016

k a domain or an IP address 1o view more information

chileexe77.com
rapidsite.cojp
word-of-mouth.org
aasmartmoney.com
dgéa51ja8l3.com
zz87]hfda88.com
nléfa53.com
dzucnet
allcommunity.com

eden21.net

onesourcetravelcom

cdgqwwkndatvi.com
cdgwwkndatvtinfo
cdqwwkndatvinet
stampscitynet
takasila.com
manle.com
fake8.com
listentoy.com

hiacme.com

@) Console ) Devices

Alert Types

Click an alert type to view all the alerts for the type.

Query NX DGA

Query Many Blacklist

Query Resp DGA

Most Queried Blacklisted Domains

Click a domain fo view the dient IPs infected by this domain
aasmartmoney.com
acces-directnet
sportschileexe77.com
dnschileexe77.com
newschileexe77.com
testchileexe77.com
weather.chileexe 77.com
culturechileexe 77 com
logs.chileexe77 com
financechileexs77.com

business chileexe77.com

28 Users

8 HPE




DMA — Alerts View

DNS Malware Analytics

Dashboard  Alerts DNS Finder

2lect one or mare items from the groupings below 1o filter alerTs
Alert Types

Query Resp DGA
Query NX DGA
Query Many Blacklist

Top IPs

m BN 575
. 200.30
L4k 166
23113
212154
24956
25514
.255.13
Top IP Subnets
17357
214200
173

214

IP Classes

Class A

—
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Alert Counts

T OVEr 8 Triangle To view The exact date and Time

Mar 21 & AM

Select a fime range below 1o zoom in:

75 Alerts

Timestamp

Mar 21 2016 12:04:59 AM UTC

Mar 21, 2016 12:04:59 AM UTC

Mar 21, 2016 12:04:59 AM UTC

Mar 21, 2016 12:24:59 AMUTC

Mar 21, 2016 01:54:59 AM UTC

Mar 21, 2016 05:24:59 AM UTC

Mar 21, 2016 06:14:59 AM UTC

Mar 21. 2016 08:54:59 AM UTC

@ Console

Mar 21,2016 12 AMUTC o Apr 13, 2016 11 AM UTC

en one of more alerts were Triggered. Click The Triangle 1o show only The alerts from that period on the

Alert Type Client IP

Query Many Blacklist
Query Many Blacklist
Query Many Blacklist
Query Many Blacklist
Query NX DGA
Query NX DGA
Query NX DGA

Query NX DGA

[ Devices

28 Users

8 HPE




DMA — Alert Detail

DNS Malware Analytics @ Cconsole [ Devices 88 users & HPE

Dashboard  Alerts DNS Finder

> Alert Details for "Mar 24, 2016 01:53:59 AM UTC"

elect one or more items from the groupings below to filtter events.

Events Surrounding the Alert

Click a sparkline 1o filter the Events table to only include the events from that period.
Suspicious Client

20

18

16

Client IP

Type of Alert Query Resp DGA

Time Issued Mar 24, 2016 01:53:59 AM UTC

Domain Type

b N W

Graylist
Blacklist

Categories of DNS Events
1,615 Events Triggering the Alert

A L3
NXDOMAIN J

Malware Breakdown

Timestamp Domain Requested Resolution Category Malware

Mar 24 2016 12:26:06 AMUTC 541831218 A DGA-Generic

DGA-Generic 11480 per hour
Mar 242016 12:26:19 AMUTC 59188 138 240 A DGA-Generic

. Forbidden bigrams 85.0 per hour
Mar 24, 2016 12:26:34 AMUTC 54771498 DGA-Generic

Szl R Mar 24, 2016 12:26:34 AM UTC 52.30172.196 DGA-Generic

e LHEEE s Mar 24, 2016 12:26:34 AMUTC 52.18.255.162 DGA-Generic
Zeus-Long6TLD 52.0 per hour Mar 24, 2016 12:26:45 AMUTC 219.146.68.116 DGA-Generic

RepSM 44.0 per hour Mar 24. 2016 12:26:45 AMUTC 219.146.68.115 DGA-Generic

. Conficker-ABDGA-GenericZeus- 3 32.0 per hour Mar 24 2016 12:26:45 AMUTC 1181809137 DGA-Generic
Short3TLD

Mar 24, 2016 12:26:45 AMUTC 118.180.9.136 DGA-Generic
. Virut 3 30.0 per hour

—
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