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* HoBocTtun IBM no teme SOC
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[1aTtb cTtonnos ycnewHoro SOC

1. OnpenenuTtb U yCTaHOBUTb LENN MOHUTOPUHIA

2. Hauntu npaBunbHYy TEXHUYECKYIO KOHUrypauuio
3. Cobpartb KomaHgy crneyuanmncTos
4

BbicTponTb npoueccsl
pearMpoBaHug
Ha NHUMUOEHTbI

5. 3apyynTbCcH
noaaep>XXkom
T v gpyrux
aernapTaMeHToB
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Passutne nnardopmbl Security Intelligence

dBonouma nnatopmMbl HA OCHOE
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EnnHasa cneumanusnpoBaHHas nnatdopma

IBM QRadar Security Intelligence Platform
L 3 Network | : A ' '
og Security Activit Risk Vulnerability Network
Management | Intelligence Monitori);lg Management | Management Forensics

Northbound APIs

Security
Intelligence
Operating
System

AXIS Configuration NetFlow Offense
Southbound APIs

CTpyKkTypupoBaHHble AaHHble UB B peanbHOM Bpemel-m

N\ E S & 3

HecTpykTypupoBaHHble pa3nuyHble AaHHble

<
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NHTerpmpoBaHHas apxuTekTypa u eanHbln nHTepdenc paboTol

IBM Security QRadar SIEM admin ¥

Log

Man ag eme DEDUNEIGE Offenses  Log Activity  Network Activity Assets Forensics Reports Risks  Vulnerabilities  Admin
Show Dashboard: | Threat and Security Monitoring v|  [‘|New Dashboard [*/ Rename Dashboard () Delete Dashboard ~ Add em ¥ Refresh Paused- 000100 P

All My Offenses Top Category Types

Security
. i | D Offense Name Magnitude Category Offenses
Vulnerability Count / Risk
Intel | | g ence Y DDOS Detected Firewall Permit 72

0%
g QS Attack: MS SMB2 Validate Provider Callback CVE-2009- Paotential Botnet Connection 59
3103 Misc Exploit 45

8% —
13% Risk assess devices (ie firewalls) that allow banned ACL Den 2
protocols from the Internet Web Exploit 23
Network T T — =
' —— 53% Sonlrol containing en. il lLVren Flow Bias (Total Bytes) I_L_B

HVYH XForce: Connection to a known Malware site is detected
Activity

Monitoring 267

- 10/21/13 12:21 AM - 10/21/13 6:21 AM
Top Services Denied through Firewalls (Event Count) D__B

Reset Zoom 21/10/2013 04:17 - 21/10/2013 10:17

¥ Legend
@ Vvedium [ High Low [@@wamning (@l Unknown

Risk X

Top Systems Attacked (Event Count)

Manageme

21/10/2013 04:17 - 21/10/2013 10:17

Event Count (Sum)

T Legend
Mostly In [l Mostly Out [l Near Same
@@ Other [ Out Only In Only

0 @@so View in Network Activity

Top Sources I:m

Source Offenses
¥ Legend 10.0.110.238

View in Log Activity

Vulnerability
Management

¥ Legend

Event Count {Sum)

Network
Forensics
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IBM nHBECTUPYET B pa3BuUTMe KoarmMuMoHHON 3aLnThbl
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OobmeH
BO3MOXHOCTAMM

O6meH
3HaHUAMMU
UHTerpvpoBaHHbLle OBmeH sHaHnAMK
peweHusa Ub no npoueccam,
O6meH akTyanbHoOM npumepamm
OTBeT Ha aTaku nHpopmaLen o6 MCMOSIb30BaHMS
Yyepes3 HaCTPOEHHYHO yrposax N aHanuUTUKOW
NHTEerpaumio
: h=—g
IBM Threat IBM X-Force IBM Security
Protection System Exchange App Exchange
5 Mas 2014 16 Anperns 2015 8 [ekabps 2015

8

IBM Security



[Tnatdopma B3anMOOeNCTBUS

IBM Security App Exchange

= IBM X-Force Exchange Create IBMID  Login

CeptucpmumpoBaHHbie
npunoxexus Ub

9

Refine By .
Find. Download. Use.
All Applications v
All Industries v Featured
EauHan nnatcgpopma Tyoe - o
op @ StealthINTERCEPT _ /, exabeam i Resilient
And B3amMmogencrtBus [ Application 10 ARM YOUR ENDPOINTS craTara
[] Gustom Propertis 21 StealthINTERCEPT App Carbon Black App for Exabeam User Behavior Resilient Systems
| custom QID Map 2 for QRadar IBM QRadar Analytics Integration for QRadar
Entries STEALTHbits Technologies ... Bit9 + Carbon Black Exabeam Resilient Systems, Inc.
] custom Rule 9 Active Directory, File System, and The Carbon Black App for IBM Exabeam is a user behavior Integrate the Resilient Incident
+7 More Exchange Security QRadar allows administrators to analytics solution that leverages Response Platform (IRP) with 1BM

[ocTyn K "HHOBaUMAM

access to see, detect and take...

existing log data to quickly...

QRadar to simplify and

"apTHepOB * ok ok ok * ok ok ok ok * ok ok
All Applications (34) SortBy  Newest v
BbicTpoe
‘IfCI-UV'PeH"e @ StealthINTERCEPT o EUSIGHTPARTNERS n
YHKLMOHana
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IBM nHBECTUPYET B pa3BuUTMe KoarmMuMoHHON 3aLnThbl

» Bornblule rMbKkoCcTn, MeHbLLE CITOXXHOCTU
=  OKOHOMWYECKME N OMNEepPaLMOHHbIE BbIroabl
» [loHATHast MHTEerpaums NpoLEeccoB

= OObeanHEeHHble KOMMOHEHTbLI MOMOratoT B
KOHKPETHbIX MpUMepax UCnonb30BaHUs

KomnoHeHTbl QRadar API

Omekpbimbie AP| dnst 6bicmpoli pa3pabomku u eHeOpeHuUsi UHHo8ayul

@] ) x
Mpumepnbi *E - (‘30')
ucriosib3oeaHus Insider Threats Internet of Things Incident Response
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[Mpumep ncnonb3oBaHUA: Yrpo3bl OT UHCAUOEPOB

* [locTosiHHasi OLEeHKa pUCKOB » BbicTpoe paccnenosaHve
OT nonb3oBartenen aKTMBHOCTW Norb3oBaTens

* NHdopmuposaHue 06 » O6MeH nHdopmaumen ¢
aKTUBHOCTSAX pPerynsitopos APYrMMmn cuctemamu un

KagapoBbiMK nogpasgenieHnAamMmm

» BbigBrieHne aHoMarbHbIX
054 nyydero KOHTeKCTa

aKTMBHOCTEN Yepes Moaenu
nosefeHus

Bonbwe 2ubkocmu, MeHbWe C/I0XHOCMU

KomnoHeHTbl QRadar API

0
Mpumepsbi
ucnoJsib308aHus Insider Threats
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[Tlpumep ncnonb3oBaHus: VIHTEPHET BeLLEN

» OGHapyxeHue n » [locTpoeHne noBeaeHYECKnxX
Knaccudukaumsi HOBbIX npaBun 1 LEenoYvkn NocnencTemm
“‘Bewen” ANS BbIABNEHUS aHOManun

» Ocobag Busyanusauus ceten = VIHTerpaumsa HOBbIX MCTOYHNKOB
“‘Bewen” AaHHbIX N X CBONCTB

» CneumnanbHble aTpubyThbl 1
KOHCONM ynpaBneHns

Bonbwe 2ubkocmu, MeHbWe CI0XHOCMU

KomnoHeHTbl QRadar API

)
lMpumepnbi x E] ?
ucrnosib3o8aHuUs Internet of Things
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[Mpumep ncnonb3oBaHua: PearmpoBaHne Ha UHLUWAEHTDI

* [lonHas yBepeHHOCTb B TOM, 4TO = Accoumaums gokasaTenbcTB U3

BbISIBMIEHHbIE MHUMAEHTI QRadar ¢ oTKpbITbIM 4ENOM MO
HaxoaaTcs B npolecce VHUMOEHTY
pearmpoBaHus

» OTcnexuBaHue nporpecca B
» ABTOMaTU3aLMs pearmpoBaHus Ha npouecce pearmpoBaHusi 1
VHUMAOEHTHI U npoueayp npuoputesaums

lMpumepnbi @

ucnoJsib3oeaHusl Incident Response
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HoBbi dpyHKumMoHan ot IBM Security

Bu3syanusauusi UHUUOEHMO08 i

Target Vulnerable to Exploit
Details

) Unknown
Categories SIM User Authentication
SIM User Action

Duration 27 Seconds
Dffense Type Source [P

Offense Contributors

B € svsecuiy

Identity and Access Management
Guardiunm / 9

-“;5?~ &

|P Relationships

Source IP Source Port Destination Port Destination IP
£02.658.822.307

599 964 716.986

s/
!

X-Force Threat Feed | Microsoft Windows OLE code execution

= [loHumMaHue uenu aTaku

* MpeHTudmkaumsa obLiero BNUSHNS yrpo3sbl

= Peakuus 6bicTpee Yyepes NOHUMaHUE ABUMXEHUS OAaHHbIX
= PaccnegoBaHue Ans BbISBEHWUS CYTU aTaku

= CBsA3b Mexay |Ps BOBNeYEHHbIMW B HApyLLUEHUE

= KoHTtekcT oT gpyrux b pelueHni

Omcnexusams y2po3bl

IBM Security
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HoBbi dpyHKumMoHan ot IBM Security

Threat Intelligence

Configured Threat Intelligence Feeds

https:ffapi_xforce.ibmecloud. comftaxii ‘0
€ BV secuity ]
Identity and Access Management —— %
1% rapasoma
f\ | ;/k o e
1 a8 A :
i =3 £
IBM Security: Threat Intelligence
STIx = 3arpy3ka Threat Intelligence 4yepes oTkpbITble popmaTthl STIX/TAXII
= 3arpys3ka MHOuKaTopoB yrpo3 B Habopax B QRadar Reference sets
X * /icnonb3oBaHne Reference sets ans koppensiunm, Nomcka, oT4eToB

: = Co3faHue OTBETHbIX MPaBUI Ha NOSIBNEHNe HOBbIX Yrpo3 B Habope

= [Tpumep ncnonb3nsaHus:
3arpys3uTb nogo3putenbHble IP-agpeca ns X-Force Exchange cosgatb
NpaBumo yBenuyeHns MarHnTyapl noboro HapyLueHns ¢ Takumu IP
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NuTterpaumsa QRadar n Resilient

EOVHBIVM UEeHTP BbISBNEHUS yrpo3 v
pearpoBaHUa Ha HUX

— ABTOMaTU3NPOBAHHAs N py4yHasi CBA3b
mexay nHumaeHtamm Resilient n QRadar

— Accouunauma QRadar gokasatenbcTB Mo
WHUWOEHTY C AaHHbIMK B Resilient

— ABTOMaTnyeckas CUMHXpPOHU3aLmsa ctatyca
N 3anmcen no MHUNOEHTY

[MpenmyuiecTsa

— YMEHbLLEHNE BPEMEHN NPUHATUSA
OTBETHOrO peLleHns

— KoHTponb Hag npoueccom pearnpoBaHus

— BbinonHeHne TpeboBaHuin perynsatopos

— [lo3BondeT nepcoHany UCnosb30BaThb
BpeMsi bornee apdHeKkTUBHO

— HanonHsieT npouecc pearmpoBaHus Ha
MHUMAOEHTbI MHdopmaumnen ot busHeca
N aHaSIMTUKOW

IER iRt

Bambpeand EEULUUY Lo AEWely  Malearh A dssets  Hopodts  Varseahdidl

I Resilient

SYSTEMS

Al Gftwssas > Ofevis 2 (Barrany|

Cifernes
iy Offemans e, ; o ; -
1resilient - Seal
Activity Dashboard
News Feed All >

Andrew Wadsworth reassigned task Research current attack intelligence and
recent vulnerabilities on incident Malware Detected

Andrew Wads:snrth raneeinmad bnol Candiny mabunrs infantad custame an

P Amoi ¥

e [P G A Sy (7]

Favvarity @ Crechbiity| &

21 i ot & Fiowy in 3 caingorisn

Bors 3 AR A o AR

dnasegres

incident Malv

INC-20150730

Summary Description
Andrew Wad 0
ago ectA
re on
012015
Andrew Wad | Discovere 07/3072015
ago .

incident Malv

ek >

Reports of suspicious emails requesting that people review a pdf document outlining suspl s charges to their credit ca:

= 111
People

Created B Allen Rogers

|||||

Actions ~
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QRadar + Incident Response

QRadar
NMpuopuTtesauusa nHgopmauum n3s Logs,

Mpouecc pearupoBaHua SOC Ha
nHunpeHT Ub ansa oTBeTa Ha

Flows, Vulns, User, Config Data v T.n. yrposel, Ablpbl, yA3BUMOCTH

WCTOYHUKU OAHHbIX

Security devices

Servers and mainframes

Co3pnaHue
MHLUMOEeHTa

COop KOHTEeKCTa
B TaHOBJIEHU
M HasHa4veHue oacng oble-':e €
3agav P

Network and virtual activity C6op MocTaHoBKa 3agau
Extensive data collection, storage, and analysis [OMNOMHUTENbHBIX BOCCTaHOBIEHUS
Data activi
vy Real-time correlation and threat intelligence AoKasaTesnibCTB KOmMaHge
Application activity Automatic asset, service and user discovery and profiling - lMpumenerne - MNonteepxpenue
TpeGOBaHMH BOCCTAHOBIIEHUA
Configuration information Activity baselining and anomaly detection perynatopos - 3aKprTMe MHUMAOEHTA
HasnayeHue 3apav - Ortyet/YBepomneHve
Vulnerabilities and threats OTBETCTBEHHbIM
Users and identities BempoenHbid
WHmennekm
Global threat intelligence
Ba3sa Bcex
nHumpgeHtoB Ub
NocToaHHaa aHanuTtuka b Tpwn aTana nHungeHta Vb

OTYeT No UHLMAEHTY I
¥ yBefomIieHne

lequeHme npouecca BbidBlieHNA NHUNOEHTOB
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HoBsoctu IBM
no teme SOC



19

I
IBM nomoraeTt ctpoutb cambin bonbion SOC B PO

IBM Security

Pa3pabotuukom LleHTpa nHhopmaunoHHON
besonacHocTu CbepbaHka BeibpaHa IBM

*Bbibop noapsayuvka

B anpene 2016 ropa |IBM 6bina BbibpaHa koHcynbraHtom CGepbaHka no pasBMTU €OWMHOIO
onepayMoHHOro ueHTpa uHdopmayuworHoi BesonacHocTy (Security Operation Center, SOC).

B pamkax npoekta amepuKaHCKana KopnopauwA npoeegdeT obcnegosaHWe M aHanus Npoueccos
ynpaeneHua M obecnedYyeHWn, peanvaoBaHHblX B cywecTeylowem SOC Cbepbanka, obcnegosaHne
HUT v MB — wHdpacTpyKTYPbl BHELWHErNo W BHYTPEHHErD CEeTEeBblX CermMeHToB GadHka, NpPoBEpKY W
aHanWa TeKkyLwWero CocTOAHWA CUCTEMBl YNPaBneHyMa nHUMaeHTamu Wb (SIEM).

Cpok okasaHwa ycnyr coctaenser 3 mecaua ¢ fatel 3akniyveHus forosopa. B pesynsrate IBM
donxHa ByfeT cnpoekTupoBaTte uenesylo mogens SOC Ha OCHOBE «MyuqLUMX MWUPOBbLIX NPaKTUK:® W
npenocTaBuTe CHepbanky AeTanbHyo JOPOXHYI0 KapTy noatanHoro paseutus SOC.

KoHcynsranta no passutuio ueHTpa CHepbank Buibupan ¢ gexkabpa 2015 ropalll Makcumanshas
ueHa koHTpakTa coctaenana 60,9 mnH pyGned, IBM cormacunca BeinonHMTe paboTty 3a 56,9 mnH.

3anBKK Ha y4yacTve B KOHKypce Tawkse nogasank Microsoft Poccun, Accenture v Deloitte. Camoe

FAALINIAS ALAVALIAS LiSrsEMaRLUATE Hauo raurharra anannaranas Micrraeaft vrrsamnauue rerasas Roina

DKy N
Komnat

"BOCC
MoHBap

Softline
JaHHLiE
LEHTpa

YTeepH
CneyTe
Hagexr

Mogeoc
CHCTEM
Aessno

Opera |
MMM



G IBM Security

CNACUBO

FOLLOW US ON:
ibm.com/security
securityintelligence.com
xforce.ibmcloud.com

@ibmsecurity

QCeed

youtube/user/ibmsecuritysolutions
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