MOHWUTOPUHI OENCTBUU NONMb30BaTENEN B
CYB/ — «cTpalwumnka» unun pearnbHas
npobnema?

®
© 2015 Imperva, Inc. All rights reserved. Confidential I “n P E RVA



1 HanpacHo..

®
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3a4yem BooOLle 3aluaTb?

* KpUTN4HbLIN aKTUB
— CYBb[] — aapo onepaunoHHON AeATENBbHOCTH
— CoaepXxunt KoHdmnaeHUnansHy MHopMaLuo KoMnaHum
— CopepXnT nHdopmMaumio 0 KNUeHTax KoMnaHun
— BbiBog CYB/[] n3 ctpos MoXeT napanusoBatb paboTy kKomnaHun

* CnocoObl KoMNpomMeTauuu
— MpocTble U AOCTYMNHbIE UHCTPYMEHTbI
— [losBneHne Bonee CNoOXHbIX NHCTPYMEHTOB COBEPLLEHUS MHOIMOCTYMNEHYaTbIX aTak
— WHcangep - cnyvYyanHnbIM\CKOMNPOMETUPOBAHHHbBIN\3MTOYMbILLITEHHbIN

* OOLWMNPHbIE BO3MOXHOCTH
— Wcnonb3oBaHWe «TONCTbIX» KIUEHTOB
— Wcnonb3oBaHue Beb-uHTEPdENCA
— OrtcyTcTBME BCTPOEHHOro dhyHKLMOHana 6esonacHocTum
— OrtcyTcTBME 3aWMTLI HA YPOBHE NPUKNAaAHbIX CUCTEM

IMPERVA

3 © 2015 Imperva, Inc. All rights reserved.
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KntoyeBble CUCTEMbI U 3a4a4M NO OTPACNAM

durHaHcoBbIE KOMMNAHUN : ﬁgg

IMpoueccuHr
lNnaTtexHble cucTembl

o [
OHnanH-cepBuChI

3alwmTta oT MOLLEeHHNYecTBa

KopriopaTvBHbie pecypce - ObecneyeHne 4OCTYNHOCTH
CTanOBbIe, OHNavH pl/lTGI7IJ'I . ﬂVIHHbVIVI kabuHeT nonb3osarens o 3aLL|,|/ITa NaHHbIX VIP
*  OHnanH-cepBUCHI Ny 5
KopnopaTuBHble pecypcsi o KOHTpOJ‘Ib OencteBun
Jlornctuka
- AAMNHNCTPATOpPOB
. WNINHT
Tenexom - KopnopaTuBHble pecypchi ¢ yﬂpaBﬂeHVle npaBsamu
CVI‘-IHbIVI kabuHeT nonb3oBarens nonb3oBaTenemn
CIyrv XOCTUHra
O6nayHble ycnyru - OrpaHquHme A0CTyrna
fockoMnaHuu * KopnopatusHbie pecypcel - 3awwuta ERP
+  [ocycnyru ~
CM3B » 3aluTta oHManH-CepPBMCOB
TG/ - CooTBeTcTBUE TPEOOBAHUAM
. SCADA
TOK 1 MPOMBILLTIEHHOCTL +  Cwucrema yyeta 0obblum\BbipaboTku PerynsaTopos
ERP
CRM

KopnopaTtuBHble pecypcbl

®
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TpeboBaHusA perynsaTopos

GCTIOK Ne17\21\31

OLJI.2 - KoHTponb LenocTHOCTM NHdopMaumn, cogepxawiencs B 6asax gaHHbIX MHGOPMaLMOHHOW CUCTEMBI

OLJ1.5 - KoHTpornb cogepkaHust nHopmaumm, nepegasaeMon n3 MHPOpPMaunoHHOM CUCTEMbI (KOHTENHEPHbIN, OCHOBaHHbLIN Ha
CBOKMCTBax oObekTa JOCTYNa, U KOHTEHTHbIN, OCHOBAHHbIN Ha NOUCKE 3anpeLleHHOon K nepegade nHdopmMmauum ¢ UCnorb30BaHMEM
CUrHaTyp, Macok U UHbIX METOAO0B), N UCKIOYEHNE HENPaBOMEPHOW nepeaaym nHpopmaumm na tHGPOpPMaLMOHHON CUCTEMBI

3NC.1 - PasgeneHue B MHopMaLMOHHOM cucTteMe (pyHKUMIA NO ynpasreHnio (aaMUHUCTPUPOBAHNIO) MHAOPMAaLIMOHHOMN
CUCTEMOWN, yNpasreHno (aAMUHUCTPUPOBAHNIO) CUCTEMOM 3aLUnTbl MHpopMaumn, pyHKUUK no obpaboTke MHOpMaLUUM N UHBIX
YHKLMN MHPOPMALMOHHON CUCTEMBI

PCI DSS

TpeboBaHue 7. OrpaHnynTb SOCTYN K AaHHbIM Aep)XaTenen KapT B COOTBETCTBUMN CO Cry>KeOHON HEOBXOAMMOCTbIO
TpeboBaHune 10. KoHTponnpoBaTb 1 OTCnexmBaTb N0b0OM JOCTYN K CETEBLIM pecypcaM 1 JaHHbIM AepXXaTtenen kapT

CTO BP NBBC
382-T1

SOX
N opyrue..

®
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dopmarnbHble TpeboBaHUA UNK NONe3Hble HAacTaBEeHNNA?

TpeboBaHUsA perynsaTopos

\

JNydume npakTuku

PCI-DSS

SOX OueHka MOHUTOPWHT 1
OCTHK PUCKOB ayouT
Sl CTO BP MBBC >
. YnpaBneHusd 3awuTa ot
FISMA npaBamu arak
NCUA
748
382-M BASEL Il PearnpoBaHne 1 OTHETHOCTb

_/



UTto penatb?

MoxHo nony4ynte compliance, HO

Mcnonb3osatb Native Audit pearnbHas 3aiwiurta oyoet

nocpeAcTBeHHas

Mcnonb3oBatk pelleHus knacca DAM 3awuta u compliance

®
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Ayout CYB[L1? Hert, He cnblwanu..

®
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[TouemMy opraHunsaumn He BKIHOYaKT WTaTHbIN ayauT?

BrnusiHne Ha bonbline TpygosaTtpartbl Ang
npounssoantTenbHoctb CYB[ 9PPEKTUBHOIO aHanns3a pesynsraTtoB

TpeboBaHua k CX[ ayaura

He 3HaloT Kakme nonmTukn ayanTa

Py4yHoe cocTaBneHue nonuTuk HacTpauBaTb

ANns pa3po3HeHHbIX 6a3
He 3HalOT rae MoryT HaxoaAnUTbLCA

CnoOXXHOCTb COCTaBMeHunsa n LEeHHbIE JaHHbIE
noaaepXaHUs NONUTUKY

6e3onacHocTn 6e3 MHCTPYMEHTOB AamunHncTpatopoB b]l, kak npasuro,
aBTOMaTM3aLmMy Marno, U OHM OYEeHb 3aHsTble Nan

®
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Data breach trends 2015

Number of Incidents Number of Exposed Records 2% 2015 Percentage of total

[0)
4500 1 200 000 000 3%
4000

3500 1 000 000 000
3000 800 000 000
2500
2 000 600 000 000
1500 400 000 000
1 000
500 200 000 000 I

2011 20122013 2014 2015 2011 2012 2013 2014 2015

= Unknown # of Rec.
= 1to 100

= 101 to 1,000

= 1,001 to 10,000

= 10,001 - 100,000

= Over 100,000

Fraud; 6% . Other 4% 2015 Records Exposed

Inside incidents represent 22%
of total incidents, but result in
49% of record exposure

Unknown Threat Vec.

Inside-Unknown -

- Inside-Malicious -

inside-Accidental | Top 3 items stolen:
— Inside Incident Total || NG 1. Passwords
Outside Incident Total I 2. Email addresses
200 400 3. User name
MwnnuoHbI

Source: 2015 Data Breach Trends, Data Breach Quick View, January 2016



2015 Data Loss: Breach Type and Data Type

Incidents by Breach Type - Current Year

* Source: Datalossdb.org — Stats as of October 1, 2015

Hack 31%

Incidents by Data Type - Current Year

—— UNK - 8

EMA - 10 ’

NAA: Names

EMA: Email Addresses

PWD: Passwords

ADD: Addresses

SSN: Social Security Number

CCN: No financial data in top categories

AR S A

®
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Tak gaBauTte Bktodnm Native Audit?

®
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[Touemy Native Audit?

~ ) 13

* “OTKpbITEIN®, “JeweBbIn”, “[JOCTAaTO4MHO XOPOLUMNIA”

 Tak nn ato?

®
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[Tpobnembl Native Audit n peweHun, paboTatomx Ha ero base

« CNOXHOCTb aAMUHUCTPUPOBAHUS

HeT ngeHtndmnkaumm nonb3oBaTesnsa B TPEX3BEHHON apXUTEKTYype

HeTt KOHTPONA NpUBUNErmpoBaHHbLIX Nnosrib3oBaTenen u aAMUHNCTPAaTOopOB

OTcyTCTBME MEXaHN3MOB NPOTMBOAENCTBUA atakam

HeT egmHoro cpeacTtea Ans reTeporeHHbIX cpen

[ToTepsa npon3soanTenbHOCTU Ha ypoBHe 20-70%

®
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-II'JIXH dministrator: Command Prompt - go s pxe 11.11.199.120 1521 orcl system barbapapa 1000000 [

ies: 1027 millis. 1PS: 973

Refresh Options | #8 Find Handes or DLLs - 7 mi 1 l is. TPS: 1@ 13
e ——_ »5: 986 millis. TPS: 1014
ocesse | Services [ Network | Disk | I CPU HD I/O R - ?ggeml 1 i iS = T?gé 1388
Name esponse 2S 3 millis, .
e ] P .s: 1056 millis. TPS: 946
~0gonui.exe . o ss: 1066 millis. TPS: 938
7 Isass.exe No Audit 40% 120 Kb/s 1000 ms >s: 951 millis. TPS: 1651
« 7 Ism.exe >s: 1016 millis. TPS: 984
s: 982 millis. TPS: 1018
-+ msdtc.exe s: 965 millis. TPS: 18036
MsDLsSrvr.exe 5 : ?834'“1 1 i ig : Tl_?gs 18%2
A . 25 : millis. :
MSDtsStur.exe ss: 974 millis. TPS: 1026
= msmdsrv.exe >s: 1019 millis. TPS: 981
msmdsrv.exe es 1021 mi 1 1 i8S . TPS 979

les: 993 millis. TPS: 1007
11.11.199.120 1521 orcl system barbas

notepad.exe
* lomtsreco.exe 9.71 MB C:\TEMP>go_select .exe

* oracle.exe 4222 116.63 kB/s 1.23 GB

, : : C:\TEMP>go_select.exe 11.11.199.120 1521 orcl system barbas
ProcessHacker.exe 0.96 aatatmlll 1000 time to run 1000 queries: 1220 millis. TPS: 819

» Irdpclip.exe 2.68 MB time to run 1080 queries X 1088 mlllls. TPS: 919

: 3 ; 0 time to run 1000 queries: 994 millis. TPS: 1006
RemoteAgentCli.exe 2.47MB time to run 1000 queries: 1000 millis. IPS: 1000

» ReportingServicesServic... 0< 328.82 MB 7] E;me Eo run %888 queries: ggg m@H;s. ¥FP>‘§‘ %ggg

; inaServicesServic... o 38.57 M ime to run queries: millis. :

i RepgrtmgServncesSerwc 132 Té r\:s time to run 1000 queries: 932 millis. TPS: 1072
services.exe 4 P lo D time to run 1000 queries: 938 millis. TPS: 1066

" SImSS.exe 496 kB ?Sgeetii:r{\e t? run 1?88@quer1es 9828mi}H§. TEI_’SS 1?883

- . v me to run queries: m is.

' SHONCHOEG S 3?',1(3MB 11000 time to run 1000 queries: 950 millis. TPS: 1052
spoolsv.exe AN 12000 time to run 1000 queries: 944 millis. TPS: 1059
albrowser.exe ‘ ‘ o[ || 13000 time to run 1000 queries: 984 millis. TPS: 1016

CPU Usage: 55.66%  Physical Memory: 80.93% [Processes: 76



900 B Native Audit Performance Impact.mp4

1ol xl ==

ies: millis. %-H
Refresh Options | @@ Find Handes es. millis. PS:
] S e e es: millis. TPS:
oCess | aer.lge,| Network | Dish ) CPU HD l O R es: mi i i iS 2 g .
es: m is. -
Na;ne Ul / b es: 999 millis. TPS:
OPINIRCAC . es: 1061 millis. TPS:
= |sass.exe No Audit 40% 120 Kb/s 1000 ms es: 926 millis. TP
« | Ism.exe ies: 9218 m.tHls %
i msdtc.exe Native Audit 40% 600 Kb/s 2000 ms A aillis: T
» ' MsDLEsSrvr.exe ies: mi i i is. 'IT' 1822
SN : ies: mi 15.
e ies: 971 millis. TPS: 1029

= ' msmdsrv.exe ies:

, : ies: 1005 millis.
msmdsrv.exe 923

. ‘ies: millis.
notepad.exe Cries: 909 millis.
» lomtsreco.exe 0. Tt ' queries: 936 millis.

» oracle.exe 30.84 670.45kB/s 1.24 GB i queries: 246 millis.

ries: QO millis.
' ProcessHacker.exe 0.89 13.84 MB — gggrie: : 8%@ mi 1 i i:

» Irdpclip.exe 2.68 MB i queries: 971 millis
= RemoteAgentCli.exe 2.47 MB queries: 938 millis.

1008 mlllls.

wuwm
\0\0
\0
N

] e e e e
e e e e = e A DV OV VOOV OV UVUAHTVOUOUONTOUNNUNNNWY

VU UTUTTTTONDNNNNNN T ITNNNNNUD:-
(Y
)
~
ul

NI s =+ 2¢ 55 25 2s 25 s s “e 5e ae v ue we
Ul
W
~

: * : time to run 1000 queries: 941 millis. 1062

* ReportingServicesServic... . 328.82 MB time to run 1000 queries: 1400 millis. 714

* | ReportingServicesServic... { 864B/s 138.52MB tmg tg :32 %888 g:g:%g:g %gdl‘é m“ig gg?

" services.exe SRELLCIMN 170000 time to run 1000 queries: 2080 millis. 480

' SIMSss.exe 496 kB %@me Eo run %888 queries: %ggg m1H1s 237
- / J ime o run querlies. ml 198,

- e 3?',1?MB time to run 1000 queries: 1729 millis. S78

spoolsv.exe 9.29MB , fNime to run 1000 queries: 1919 millis. 521

- sqlbrowser.exe ‘ | ] time to run 1000 queries: 1834 rgillis. 545

CPU Usage: 50,45%  Physical Memory: 80,96% Processes: 76

¢ —@ o) <« p » el

01:16
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o
-
w
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B Native Audit Performance Impact.mp4

fml Y|| rew

Refresh Options | @8 Find Hands

Processes ‘Ber‘.'nce:| Network | Disk |

Nmne‘ CPU
Interrupts
No Audit 40%

* java.exe
* LogonUl.exe

40%
42%

Native Audit
DAM Agent

Isass.exe
Ism.exe
smsdtc.exe
*  MsDtsSrvr.exe
MsDtsSrvr.exe
 msmdsrv.exe
* msmdsrv.exe
notepad.exe
omtsreco.exe
oracle.exe 42.56
! ProcessHacker.exe 1.02
* rdpclip.exe
RemoteAgent.exe 0.14
RemoteAgentCli.exe
* RemoteAgentCtrl.exe 0.65
* RemoteAgentWd.exe

9.32 MB
9.71 MB
1.24 GB
13.66 MB
2.68 MB
91.65MB
2.48 MB
21.46 MB
15MB
328.82MB .

127.88 kB/s

17?!3/5

5.17 kB/s

ReportingServicesServic... 0.02
ReportingServicesServic... ¢

CPU Usage: 55.68%  Physical Memory: 88.47% Processes: 82

«© —@ ) <« p »

02:29
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ConpsiXeHHble pacxoqbl

« JlononHutenbHble pacxodbl npu ncnoneb3osaHnn Native Audit

3aTtpaTtbl Ha Hardware u HononHutenbHble CX[ UenoBeyeckune
Software pecypchbl

®
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PeweHunsa knacca Database Activity Monitoring

®
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UTto BXOOUT B npouecc 3awnTtbl b7

* [lonck KoHpMaeHUMansHOU MHOPMaLnm

* OnpepeneHne, HacTpouka 1 nogaepXxKkaHue
NONMUTUK ©e3onacHOCTU
— OTaenbeHble NoONUTUKM ansa 6e30nacHOCTU 1 ayauTa

* MOHUTOPUHI HapyLUEeHNX NONNTUK BE30NAaCHOCTU

* [lnHamumnyeckoe npodunnpoBaHue
— BbigBneHue nosBegeH4Yecknx aHomanumm

* OnoBelleHne, KapaHTUH 1 BNOKMPOBKA Ha BbIDOP v

 OTETHOCTL B COOTBETCTBIM C BIGPaHHbIM Vma | Macnopr | _3apnnara

CTaHOapTOM UJIN NOJ1b30BATEJIbCKUM LHabnoHOM

[MeTp ViBaHOB 4600N2300200 77,000
HavyanbHUK 4700N2100000 7,700,000
[NeTpa U

®
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[Tonck n knaccudukauus

operty \
[Nounck n knaccudpukauus / -

L

. 4

NMouck cywHocten B n Ro9s ~
Knaccudumkaums SSN
KOHmnaeHUnanbLHOU ~
nHdopmaLum

o A
* [loncK aKTUBHBIX CYLLHOCTEN B CETU Pl

= OnpegeneHne molweHHnYecknx b

= OnpepeneHve obnacrten SECURESPHERE
MOHUTOPUHra s

IMPERVA

SecureSphere DAS

© 2015 Imperva, Inc. All rights reserved.

Intellectual Pr Credit Cards

N

IMPERVA




AHanuns3 pnckoB n 3akpbiTne yassumocten 0O

CkaHnpoBaHune
YS3BUMOCTEN U UX // T~
CTpaHeHue \

Mouck u ycTpaHeHue Security Vuln.
yA3BMMOCTEN 1 OWMGOoK / \ .
KOH(purypaumm %
= ABTOMaT/31poBaHHbIN NpoLiecc Missing Virtual N

noucka v 3aKpbITUS Y3BUMOCTEN Configuration Patch Patch Mitigate

Flaw

ocooo

IMPERVA

A =] ©SECURESPHERE
oH

SecureSphere
DAS

®
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AHanuns n ynpasrneHue npasamMmu Nonb3oBaTeneun

AHanuna npas gocrtyna

CkaHupoBaHue n aHanus

SELECT
npeanocTaBrieHHbIX NpaB
UPDATE
= YCTpaHeHne HexxenaTenbHOoro
aoctyna DELETE
= OnpeneneHne coO6CTBEHHNKOB INSERT
MHopMauun

&
&
* 5

= CHWXEHMWE prcka YTeYKM

Users Roles Privileges

Objects

®
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AyaounT BCEU aKTUBHOCTU

AKTUBHbIV ayguT

Co6op 1 3anucb Bcewn

aktTuBHoctu B CYB[1

* BeinonHeHune TpeboBaHun
perynatopos

» HesaBucumoe XpaHunuiie and
aHannMsa MHUMOeHTOB

MoHUTOPUHT

NpUBUNErMpOBaHHOIO
OJOoCTyna
MoHuUTOpUHr

NpPUBUNErMpPoOBaHHbIX
nonb3oBaTeneun

= PasgerneHune nornHoMo4mim Ha
npakTuke

* MOHUTOPUWHI BCEN aKTUBHOCTH,
BKIOYas NnoKanbHy

= BriokMpoBka npu Heo6xoanuMocTu

© 2015 Imperva, Inc. All rights reserved.

p— SecureSphere
— DAM

IMPERVA

SECURESPHERE |mmmdg

SHO)

Users Audit Policies Databases

@

Audit Policies

Priviieged User Database Agent

Audit Details

:..:..:..:. C IMPERVA
SECURESPHERE

Appliance

IMPERVA




Obecne4vyeHne 6e30nacHOCTU B peanbHOM BPEMEHMN

T | .
e : | Dashboard

OnoselleHne

OnoBelyeHMe B pearbHOM & ;
BpeMeHU O Nofo3puUTenbLHON
aKTUBHOCTM Nonb3oBaTenemn — | — p— SYSLOG
BbicTpas nokanusaums atak s ©Esuene ’
MpenoTBpalleHne KpaxKmn AaHHbIX pF
BrnokvpoBka gecurity Policy

O\J“amic Pl"of.;-/e

MoHuTopuHr goctyna k b/

Allow /
Block X

®
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MpepnoTeBpalleHne -

HeaBTOPM30BaAHHOIO AOCTYyNa s UPDATE orders set client first
3alwmTa KoHpmnaeHumansHom —— Unusual Activity
NHopMauunm —

Network User,
DBAs, Sys Admin



AHanm3 n oTYETHOCTb

OT4eTHOCTb

HarnspgHas oTyeTHOCTL
* AHanus yrpos

= OTYET No COOTBETCTBUIO
TpeboBaHUAM perynaTopoB

* Nonb3oBaTenbCcKne OTYEThI

PCl, HIPAA, SOX...

Custom

Tone 0. 2070 50

ElUuser: foo (18)
March 21, 2010 10:445: 49 PM

Solaris Oracle Service sglplusw exe

AHanunTuka

deTannsupoBaHHbIe florn

PR

ayauTa, UHTepaKTUBHbIe
Aawbopabl U OTYEThI

* MNomowb Npu paccrnegoBaHum
NHUMOEHTOB

= ABTOMaTu3aums 6esonacHocTm

© 2015 Imperva, Inc. All rights reserved.
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ApXUTEKTypa peLleHnd

Imperva
Agent
File Activity @ Network
Monitoring Monitoring

- E: EEEE Imperva
s @ @ Agent Network
SecureSphere @ Database Monitoring
for SharePoint Activity _
Native

Monitoring Audit
udi

P,

ocooo ) IMPERVA
@SECURESPHERE

[=]
HoB

Bag ©Is“;¥5‘l&spums - —
INTERNET 5 — ; - \,
_ :E: FEEE En:én @ISNEPCEG?ESPHERE _— -
- Internal

Management Users

Server (MX)

IMPERVA
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KntoyeBou pyHKUMOHan peweHunn Imperva DAM

o bk wWhE

[Tonck
Knaccudpukauyms
MOHNTOPUHT
Ayont

3awuTta
OTYETHOCTb

Map and classify Default and
sensitive custom policy
information trees

Discover rogue
databases

300+ Out of the AUGITIELS J9EG Id and track

box policies g a_n_aly_3|s vulnerabilities
and verification

Simple pohc_y and Data enrichment Acpwt_y
rule creation monitoring

Privileged user | Pan-enterprise | Investigate and
monitoring reporting analyze

®
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[Mopoepxka wunpokoro cnektpa CYb/

Database Supported Database Versions

Cacheé 2011.1

DB2 LUW 7.2, 8,9, 9.5 9.7, 10.0, 10.5

Informix 7.31, 9.x, 10.x, 11.0-11.5, 11.7, 12.1

MS-SQL 7, 2000, 2005, 2008, 2008 R2, 2012, 2014

MySQL 4.1, 5.x

Netezza 4%, 5.0, 6.0

Oracle 8i, 9, 10g, 11g, 12c

Sybase ASE 11.9, 12.0, 12.5.x, 15.0-15.7

Sybase IQ 12.5, 12.6, 12.7, 15.0-15.4

Opencdee 10.1¢, 10.23, 10.2b
2.6, 12, 13.0, 13.1, 14

Teradata Mote: Auditing Teradata versions 2.6 and 12 requires enabling of native auditing and is
supported using the SecureSphere Log Collector framework.

PostgreSQL 84-93

IMS for z/0S 11, 12, 13

DB2 for zfOS 10, 11

®
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Ayant CYBL Cc TOUKK 3peHUa HYXO pasfnnyHbIX AenapTaMeHTOB

Risk and Privacy & Application
Compliance Legal Development

Objective Security

Regulatory compliance

Corporate best practice
policy adherence

v/
v/
Forensic data security V
v/
v/

AR

C KL« X
\\

visibility and investigation

Change control
reconciliation

DB performance and
optimization

Application development
testing and verification

®
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Imperva — nugep B obnacTtu ayamta v 3awmTbl daHHbIX (DCAP)

no MHeHnw Gartner

P < Data Silos DCAP Capabilities
// Data Integrated Data Data Protection
y Big Classification Discovery Paolicy
|a as / FOl‘hﬂGt Files Data aa Is Integrated Across Silos Integration
7 AvePont ¥ Y ¥
4 M.m Database Blua Coat A4 Y s
w‘r.v.“.y CipherCloud s Y '
CloudLock Y Y Y Y Y
Cryptzone Y Y Y Y Y
Dataguise Y Y Y Y Y
Dell Y Y
GreensaL Y Y Y Y
Fasoo Y Y Y Y
4 Fortinet
4 IBM Y Y Y Y Y
/ .
£ l Imperva ¥ Y Y Y Y
}f s
[ = Mentis Y Y
SaaS B'g Data Nelskope Y ¥ ¥ Y
' Oracle Y Y Y
ciw Frotagrity Y Y Y Y Y
: SailPaint Y
i Skyhigh Networks Y Y
Technolagics Y Y Y
Veritas A4
Trustwave Y
\aranis Y Y Y
WaraVallay Y

Dell

Imperva — oguH N3 HeMHOIMX NPON3BOAMUTESNEN,
Ha 100% BbInonHsaOWMX TpeboBaHna Gartner K
peweHnam knacca DCAP

File Storage

Gartner Market Guide for DCAP,
December 15, 2015
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[IpoOBMHYTLIM @aHaNn3 akTUBHOCTW NOfib30oBaTeneun

®
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MONITOR LEARN AND DETECT BLOCK /

QUARANTINE

Databases and Files

v

Deception

Contain
Visibility and
7 macnine ?
‘ s User Interface '
Imperva | [ Imperva
SecureSphere | SecureSphere

] .
N err— IMPERVA

== COUNTERBREACH

LIE] &5




[leTanbHbIX NoBeOeHYECKNIN aHanna norb3oBaTeNbCKOU aKTUBHOCTU

PCI Database

| | | “ | “

KTo noakntovaeTtcs K K kakon nHdpopmaumu CKoOnbKoO 3anucen oH
cybL? obpalyaetca? 3anpocun?
Qo . o o
Kak OH K Hell Tak >xe nu pabotatoT ¢ B kakoe BpeMsi OH
' nopgknovaercs? MHC(bopMaLmel ' 06bI4HO paboTaeT?
Monb3oBaTenun ToM xe
rpynnbi?

®
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CounterBreach Database Dynamic Profiling

- HoBasa TexHonorus - bonee ctapasa texHonorug

« [InHamMmun4yecku onpenensier * bbICTpbIM cnocob onpeneneHns
BPELOHOCHY0 aKTUBHOCTM Ha OCHOBE OEeUCTBYIOLLMX NMpaB gocTtyna
NOBEAEHHYECKOIo ABMXKKa * NcnonbayeT ctatnyecknin whitelist

* Vicnonbayet malmHHOe oby4eHue * GOKYC — MOHMUTOPUHI N aBTOMaTM3aLMA

* [lpnopunteTt Ha 6e30NacHOCTU JaHHbIX npodpunnmpoBaHns

OcHoBbIBaeTCcA Ha:

User Data Access Data Object Access

Database Tables and Files
Access Types

Data Types

Account Types

Source of Data Access

Time & Length of Data Access

Peer Group Comparison



Deception — ngeHTudumnkauma CKOMnpomMeTnpoBaHHbIX YCTPOUCTB

© 2015 Imperva, Inc. All rights reserved.

+ PasobnayeHue
3NOYMbILLUIIEHHNKOB Ha cTagun
pa3BedbiBaTeNbHbIX 4ENCTBUN
nepen atakou

* JIOBYLLIKM UMUTUPYIOT KITOYEBbIE
pecypcbl KOMMNaHUK

- CpabaTbiBaHMe NOBYLLUKU
oTOoDpaXkaeTcs Kak
noBegeH4yeckas aHomManusi B
CounterBreach

« [lononHaeT noBege4vyeckmnm
aHanus

IMPERVA




Bonpochb!?
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