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Verizon 2016 Data Breach Investigations Report



[louemy-TO BCE paBHO He paboTaeT

B yém npobnema?

CNnoXHOCTb BHepeHUs
N CONMPOBOXOEHUSA

Bbicokaa 4yBCTBUTEJIbHOCTb
K UH(ppacTpyKType

HeobxoaouMocCTb
MHOXeCTBa peLleHnn

KaXxabin 3aKa3suuk
NOJIXXKEeH cTaTb aKcnepToM!

Jlerko v ynobHo
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ApanTupyeTtcs K UBMEHEHUSAM

EnnHas nnatdopma
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MHoXecTBO cucteM — eguHas nnargopma
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CueHapuun ucnonb3oBaHusa MaxPatrol SIEM

A+B+C=Incident

IDS aTaka. TCP nopT. YA3BUMOCTb.
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HoBbin pyHkUmoHan MaxPatrol 2.0

AKTUB MHoOXecTBeHHas YnpaBneHue
BO BPpEMEHMU COpTUpPOBKaA MHUUOEHTaMM
MopaenbHble YnpaBneHusa npaBuiamMum HoBble
Koppenayuun Koppenauun OTYEeThl

HoBbIW MHTEpdenc [IpocTOMU NOUCK YBe[OMJ1eHUS
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Roadmap MaxPatrol SIEM 2016

R124(SIEM 2.0)

Anpenb

Release Concept
[logaepXxka ynpaBneHus
npaBuiaMun Koppensuuu

B Ul MHTepdeunce

BbicTpbI NOUCK U bUNbTPaLUsa aKTUBOB
no kno4yebiM nonsam(IP, FQDN, Hostname)

MogenbHble Koppenayuu

dunbTpbl N0 UHUMAEHTAM, emall
yBeOMJIEHUS NO UHUNOEHTAM

PaclwnpeHHble BOSMOXHOCTHU
no paboTte ¢ coObITUAMMU

R13

Nonb

Release Concept

ObnayHoe obHOBNEeHue
NAaHHbIX N0 YA3BUMOCTAM

PasButne doyHKLMoHana
OAVHAMUYECKUX rpynnmn

(cKopOCTb, ONMUCaHue, paclunpeHue
Nnosien, KOHTEKCT)

PaclumpeHue BO3MOXHOCTEN
B Me€XaHn3Me pacrnucaHuu
CKaHUpPOBaHUA, reHepaLlnm OTYETOB,

YnyduweHne BO3SMOXHOCTEMN
B paboTe c Tonosoren cetu

R14

CeHTAOpPb

Release Concept

[nMy6oko HacTpanBaemas
OTYETHOCTb

EndPoint oBUXOK

PacyeT ceTeBOMU
noCcTUXnmMocTu L3

KOHCTPYKTOP
doopmMyn HopmMmanmsayum

SIEM Ha cTopoOHe areHTa

~OSITIVE TECHNOLOGIES

ME
INekabpb

Release Concept

ABTOMaTun4yeckas reHepauumsa
npaBun Koppensauumnm Ha oCHoBe
BEKTOPOB aTak Ha 6ase gBuxXKa
OOCTUXUMOCTU

[lonb3oBaTeNbCKMUe Moaynu
06paboTKu cobbITUN

LleHTpanusoBaHHOe ynpaBJsieHue
nepapxnmyeckon MHcTannsayunen

YNpPOUWEHHbLIN reHepaTop
dopmMmyn Koppenauum

POC: paboTa BCcex cepBUCOB
Ha Linux
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