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CrtatucTtuka no cekrtopam 3a 2014-2015 roa j

TOK RUB 263
RUB 300

[MpOMbILLNEHHOCTb RUB 281
RUB 290

RUB 133
®dunHaHChbI RUB 176

RUB 106
RUB 113

RUB 102
RUB 100

RUB 74
RUB 99

Yenyrn RUB 72
RUB 88
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Petenn
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RUBO RUBS50 RUB 100 RUB 150 RUB 200 RUB 250 RUB 300 RUB 350
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CtaTuctmka no tTunam aTtak j
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CtatTuctuka no Tunam artak j

Malicious insiders
Malicious code

Web-based attacks

Phishing & social engineering

Stolen devices

Denial of service

Malware

Viruses, worms, trojans

Botnets
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Outsource VS Insource
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CuncTeMbl MOMOLLU NPUHATUSA PELLEHNUS
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BpeMeHU

YHKL MY

anHegoduHeLru
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‘umnendocHu
UINBIUHhOLOU
MINMHM3HE 9 eLOORd

C60op BHELUHUX AAHHBIX U UX
aHanus

PacnpocTpaHerue
MHMOPMALMM U3 BHELLHUX
MCTO4HUKOB

nO,CerTOBKa MaTtepuanos ans
BHELHEero pacnpocTpaHeHna

O6oraweHne npasun SOC Ha

OCHOBE BHELUHUX AaHHbIX

CrpaTternyeckoe
nnaHnposaHue

OueHka yrpo3
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I91HaTUNHU
eH auHegodulead
U EULIRHY

AHanus nHUMaeHToB

Criexka 3a HapywmTenem

KoopauHauus pearnpoBaHus
Ha MHLMAEHTbI

BHepapeHue KoHTpMep

Pa6oTbl Mo pearnpoBaHuio Ha
VHLUWAEHT Ha nocTpafasLuen
nnoLuagke

YpAaneHHoe pearupoBaHue Ha
VHUMAEHT

xi1qagaoddcpun sureHy

C6op umdpoBbIX
ob6pasuos

AHanua
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Koga
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Mopaepxka paboTbl
FPaHN4YHbIX CUCTEM ceTeBou
6esonacHocTn
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nHdpacTpykTypbl SOC
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CosgaHue n
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KapT ceTtn
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SOC: ncnonb3oBaHue MHcTpymeHTta SIEM
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AOpoBble JOMEHBI

MOHWUTOPUHT U aHann3 gaHHbIX N T-cnctem
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[Tonbop nepcoHana

v'Background: agMnHUCTpupoBaHune
CEPBEPOB N CETU, NpaKTU4ecKas
6e3onacHOCTb (B T.4. pentest),
nporpaMmmMmupoBaHune

v PaboTHUKM KOMNaHUU
v Appo — 3Be3abl

v'HacTb ponen — gpyrue
noapasgeneHns, ayTCOPCUHT
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PasButmne komnetTeHumnmn

v'O0y4eHune no NnpoaykTam
v Oby4eHune npu npueme Ha paboty
v PerynsipHbiii 06MeH OMbITOM, poTaly

v'AHanus, obpaboTka 1 pacnpo ;
'SOC, yuactue B CERT

v OBMeH OnbITOM C APYIUN

v AcHble KPI ans coTpyAHUKOB E .

v'Oby4eHne He TonbKo coTpyaHukos SOC

/- bonblue 4yem 6esonacHoCTb 5






