
ArcSight Advanced 
Security Analytics
Petr Hněvkovský, CISSP, CISA, CISM
Senior Solution Architect, EMEA

June 2016



Agenda

– Introduction

– SAP UI Analytics

– User Behaviour Analytics

– DNS Malware Analytics

– Q&A



Today’s digital Enterprise needs a new style of protection

On Premise

USERS

APPS DATA

Off Premise /
Hybrid

BIG DATA

IaaS

SaaS

PaaS

BYOD

CLOUD
IOT

Protect what matters most:

your users, applications, data and

the interactions between them, 

regardless of location or device



SAP UI Logging



Existing SAP audit features

– SAP System logs (SM21)

– All system errors

– Alerts

– Unsuccessful authentication attempts

– Process messages in system log

– HR Log data (RPUAUD00)

– Unauthorized access attempts

– Who, what, when has modified infotype data

– Security Audit Log (SM 18-19-20)

– Unsuccessful authentication attempts

– Successful / failed RFC-requests

– RFC-request calling modules functions

– User accounts changes

– Successful / failed transaction initiations

– Changes to audit level

– Logging Changes to Table Data (SE13)

– Table changes log

Good for system errors and the fact of a change..

but will not provide insights on data views or data changes inside SAP transaction!



UI Logging workflow

Просмотр пользователем Запись в лог Уведомления



Use cases

– SAP HR. PII

– Transaction PA20, infotype 0002

– SAP HR. Payroll

– Transaction PA20, infotype 290 subtype 21

– SAP HR. Payments report

– Transaction RPLPAY00

– SAP CRM

– Clients 

– Contracts



PII usecase: user activity



PII usecase: audit trail



Running reports: user activity



Running reports: audit trail



SAP GUI-client logging

Server oriented 
architecture

UI Logging – is NetWeaver 
add-on, which is able to 
see inside data exchange 
between SAP server and 
SAP GUI-client

Plus for segregation of 
roles we put logs into 
secure archive

SAP UI Logging



ArcSight Analytics
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User activity monitoring with ArcSight

– Needle in a haystack

– who has been changing this infotype in last 3 months?

– what infotypes this person has changed in last 2 weeks?

– Correlation

– customer billing info changed and reverted back during a week

– customer discount changed more than by 10%

– during a set window of time user has approved too much bills (#/$$) 
than usual



HPE ArcSight: user UPDate activity visualization



Log analysis by HPE ArcSight



HPE ArcSight: user



User activity visualization HPE ArcSight



ArcSight Activate Framework

Base Content

Indicators and Warnings

Situational Awareness

Threat Tracking Indicators & Warnings
Product based packages organized by 

solution.  Provides the foundational 

elements for data enrichment on the 

outer layers.

Situational Awareness
Integrates contextual information from:

• Network & asset models

• Indicators & Warnings packages  

Threat Tracking
Continue to build on contextual 

information

• Business impact

• Threat Impact

• Next expect event



Analytics use cases on steroids

– PII data access

– Salary bonus and compensation fraud

– HR (or other internal or compliance) controls automation

– Customer data access – VIP, medical etc.

– Procurement fraud

– etc.



User Behaviour Analytics



UBA – User centric analytics

Easily view any user 
details

User Peer Groups

User Risk Scoreboard

Investigation Workbench

Identity Attributes show 
many details, including 
Visual Representation

Visual Drill Down

Resources Access History

Policy Violations

Policy Violations Drill Down

Policy Violations White 
listing



HPE User Behavior Analytics flow

Risk scoring & 

Prioritization

Abnormal Behavior 

Detection

Active Monitoring of 

Events

Contextual Visual 

Investigation

UBA

Identity

Activity

(Events & 

Applications)

Access

Learn 
normal

Identify 
Weird



UBA - detecting “not normal” by comparing to peers
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– Statistical calculation of Peer cohesiveness

– Risk associated with outliers increases with peer 

cohesiveness

Peer group analysis

– Logically group users based on roles 

and responsibilities

– Detect anomalous behavior of a user 

compared to peers

Low risk

High risk

Outlier classification

Jane Doe

Division

SECURITIES

OPS

JobKey

30003509

Dept.

INVESTMENT

MGMT

Manager  

J.Smith

Title

SECOND VP

97% 92% 

80%

60%

75%

Cohesiveness



DNS Malware Analytics



• Automated breach detection that frees analysts 

up by eliminating investigation and starting 

remediation

• Detect threats while passing key info to SIEM 

systems so analysts can take action much faster

The 

Power of 

SIEM and 

Analytics

DNS Malware Analytics 
• 20 minutes to start detecting malware

• Near zero false positives

• Real-time analysis detect breaches before damage 

• 18B DNS packets/day inspected at HPE center

• 109 reduction in data boosts ROI

ArcSight DNS Malware Analytics - (DMA 2.6)
Automatically Detect Malware Infections on Corporate End-Points



ArcSight ESM – DMA Alerts



ArcSight Advanced Analytics from business perspective

Risk Management | Security | Compliance

Analysts | Hunters | Users| Externals

Consistent | Reviewed | Measurable

Adaptive | Efficient| Resilient | Scalable



Cпасибо
Petr.Hnevkovsky@hpe.com
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Backup slides
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SAP & HPE partnership



PII usecase: user activity



PII usecase: audit trail



Technical details

– Joint offer SAP+HPE

– Solution could be customized to fully address specific user cases

– Fully supported by SAP / HPE

– SAP GUI for Windows available SAP NetWeaver 7.00, 7.01, 7.02, 7.31.  7.40 will be available soon

– Could be extended to:

– Logging of CRM Web Client UI

– Logging of Business Warehouse Access (Bex Analyzer, Bex Web, BW-IP, BICS, MDX)

– Logging of Web Dynpro ABAP

– Logging of RFC/BAPI & Web Service (на подходе)

– Other UI could be supported on a request basis



User activity visualization HPE ArcSight



Succeed with SIEM – ArcSight Activate Framework
Get the most from your HPE ArcSight implementation

Train & Retain           

Resources

• Standardized framework 

enables consistent and 

repeatable processes that 

reduces training time for new 

employees

• Sharable content facilitates 

technology use and 

knowledge transfer

Maintain SIEM 

Content

• Install packages drive fast 

deployment and efficient use 

of resources

• Common, reusable 

methodology to create content 

and rules

Keep up with    

Security 

Challenges

• Guidance, advice, standard 

use cases, and content 

packages optimize catching 

the bad guy

• Documented common 

framework enables knowledge 

sharing of threats, trends and  

monitoring capabilities



Indicators and Warnings

User Authentication
Successful User Login

Brute Force Attack in Progress

User Management
Account Lockouts

User Added to Administrative Group

Product Specific Events
Denial of Service Event Detected

Multiple SQL Injection Attempts

Product Patterns 
Baseline System Processes

Baseline Network Flows

System Changes
Changes to Critical Registry Files

Kernel Modules Unloaded

System Errors
Data Execution Prevention Alert

Service Crashed Unexpectedly

Countermeasures



Vertica-powered DMA pushes the boundaries of advanced 
analytics  
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DNS Data Collector Vertica Powered Analytics

remediationcapture filter tag

DNS server

Near-zero false positives

15 billion
/day

150 million /day

99% normal traffic

analyze

Botnet command & 
control
Data exfiltration
DNS tunneling
+ many more





DMA - Dashboard



DMA – Alerts View



DMA – Alert Detail


