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" The Airport Security Labyrinth
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The Information Security Labyrinth
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Internet-of-Things Attack Minions
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Today’s security budget
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Today’s threat landscape




What if
there were a
better way?




Apps are the
gateway to data

et

Security with intelligent
Integration reduces risk

Security Beliefs

'

End user security requires
100% accuracy

Xy

Context is King

+

Security requires a common
OS and REST APIs

N

Visibility is key to any
security program



A Flexible Architecture
for Coordinated Security

CONTEXT

Federated identity
Single sign-on

Granular access control

N
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VISIBILITY CONTROL
Inbound / Outbound Web Application Firewall
Dynamic service chaining Anti DDoS
Broad ecosystem support Web fraud



The essentials of security:
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Visibility Context Control




FS provides all three.
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We eliminate blind spots in existing solutions.

N

Restore
visibility
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We enable dynamic service chaining
for security solutions.
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We secure access to your applications.
Q

A9
» Application access management NCY Jﬁ? » Connect securely to applications
« Enterprise mobility gateway * Improve security with federated identity
* Secure web gateway « Take back control of the cloud

* |dentity federation

« Adopt mobile work styles
« Remote access

without introducing new risks

Application
access

© 2016 F5 Networks



We protect the applications themselves.
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 Guard apps from malware and other attacks  Web application firewall
* Protect against “OWASP Top Ten”  DDoS protection
 Extend consistent security controls  DNS security
from data center to cloud » Web fraud protection
 Keep apps available il
 Deploy as managed Agg:gi::g:

services

© 2016 F5 Networks ily



Enabling a Context-Based Security Ecosystem
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Entire threat landscape
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Full Proxy Security
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CLIENT / SERVER
WEB Application health monitoring and performance anomaly detection
APPLICATION
APPLICATION HTTP proxy, HTTP DDoS and application security
SESSION SSL inspection and SSL DDoS mitigation
NETWORK L4 Firewall: Full stateful policy enforcement and TCP DDoS mitigation
PHYSICAL
A

CLIENT / SERVER

WEB
APPLICATION

APPLICATION
SESSION
NETWORK
PHYSICAL




It /s possible to secure your data
wherever it lives.



F5’s Comprehensive Application Security Services

A A

Access App Access
Federation Management
A A A
Remote Enterprise Secure
Access Mobility Web
Gateway Gateway

CONFIDENTIALITY



F5’s Comprehensive Application Security Services
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F5’s Comprehensive Application Security Services
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Remote
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F5’s Comprehensive Application Security Services
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Access App Access Traffic DDoS Web Fraud
Federation Management Management Protection Protection

(% . SSL Inspection
A A A 0 0 6

Remote Enterprise Secure DNS Network Web App
Access Mobility Web Security Firewall Firewall
Gateway Gateway

RISK-BASED POLICIES HYBRID DELIVERY INTELLIGENCE AND VISIBILITY






