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[TlpakTnyeckn y noboro canmta eCctb YA3BUMOCTH

Okono nNonoBuHbI Tpaduka reHepupyeTcs

96% BeO-NPUNOXEHUN cpencreamMy aBTomatm3auni.
NMEIOT T€ UINKN UHbIE =
YA3BUMOCTMW. =
9 6 O 1 51.5% S
Good Bots 6-6 Bad Bots

19.5% 299%

60% N3 3TOro Tpaduka

ABINAETCA BPEOAOHOCHbIM.

Sources: Cenzic, Inc.— Feb. 2014, Incapsula, Inc.— 2013



Beb-npunoxeHunst — BpaTta K AaHHbIM

* 85% ycneLllHbIX atak MOXHO onucaTb
Bcero 10 oCHOBHbIMU NaTtTepHamMmu Wb App Attacks %08

POS Intrusions 525
Miscellaneous Errors 197

Privilege Misuse 172

* 40% noatBepXXOeHHbIX yTe4yek Obinn =
CBSA3aHbl C YS13BMMOCTAMU BED- Everything Else 125
o Payment Card Skimmers 86
NPUNOXEHUN

Physical Theft/Loss 56
Crimeware 49

Denial-of-Service 1

* 95% noaTBepKAEHHbIX yTeyek Obinu Cercentsseotbronnes
prHaHCOBO MOTMBUPOBAHbI

Source: 2016 Verizon Data Breach Investigation Report

Lastly we want to thank AsTech Consulting, Imperva, and WhiteHat Security for scan data and mind melds around web application security.”
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CKoOpoCTb KOMMpOMeTaLluu cucTemM Bo3pacTaeT
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-
Incident patterns by industry

Crimeware Cyber-  Denialof Everything Stolen  Misc.  Card Point  Priilege Wb minimum 25 incidents {only

esplonage  Service  Else Assots Errors  Skimmers  of Sale Misusa Apps confirmed data breaches)
1% <1% 1% <1% 95% 1% 1% Accommodation (72), n=282
7% 17% 17%  27% 3% 30% Educational (61), n=29
3% 47% 50% Entertainment (71), n=38
1% <1% <1% 2% <1% 2% 9% 4% 82% Finance {52), n=795
3% 3% 1% 19% 22% 7%  32% 3% Healthcare (62), n=115
1% 3% 4% 25% 1% 11%  S7% Information (51), n=194
3% 47% 3% 3% 24% 21% Manufacturing (21-33), n=37
4% 19% 25% 4% 15% 21% 13% Professional (54), n=53
12%  16% 4% 9% 37% 13% 9% Public (92), n=193

1% 1% 4% 1% 3% 64% 2% 26% Retail (44-45), n=182



KntoyeBble CUCTEMbI U 3a4a4M NO OTPACNAM

OTpacnb KpnuTnyHble cucremol

ABC
60
MpoueccnHr

dPuHaHCOBbLIE KOMMNAaHUM . MnaTexHbIe CHCToMb

OHnaviH-cepBUCHI
KopnopaTusHble pecypcel

JInyHbIN KaOUHeT Nnonb3oBaTens

o - *  OHnanH-cepBUCHI
CTtpaxoBble, OHNauH puTeun . KOpnopaTMBHbIE pecypeh!
*  Jloructuka
Bunnuur
*  KopnopaTtuBHble pecypchl
Te.l'leKOM *  JlnyHbI KAOMHET Nonb3oBaTens

* Ycnyrm XoCTUHra
* O6nayHble ycnyru

«  KopnopaTtunBHble pecypchbl
«  Tocycnyrn

fockoMnaHuu . CM3B
«  TACY
SCADA
*  Cwucrtema yyeta 0obblun\BoipaboTkn
TIOK 1 NnpOMbILWNMEHHOCTb - ERP

KopnopaTusHble pecypchl



YTto Takoe OWASP Top 107

OWASP Top 10 What is the OWASP

_ o _ Top 107
The OWASF Top Ten is a powerful awareness document for web application security. The OWASF Top Ten represents a broad consensus
about what the most critical web application security flaws are. Project members include a variety of security experts fram around the world The OWASP Top 10 provides:
who have shared their expertise to produce this list. o A list of the 10 Most Critical
We urge all companies to adopt this awareness document within their organization and start the process of ensuring that their web Web Application Security
applications do not contain these flaws. Adopting the OWASP Top Ten is perhaps the most effective first step towards changing the Risks
software development culture within your organization into ane that produces secure code. And for each Risk it provides:

e A description
« Example vulnerabilities
The OWASF Top 10 has been translated to many different languages by numerous volunteers. These translations are available as follows: « Example attacks

e All versions of the OWASP Top 10 - 2013
» All versions of the OWASP Top 10 - 2010
« |nformation about the various translation teams

Translation Efforts

Guidance on how to avoid
References to OWASP and
other related resources

Al-Injection Ad-Injection
A3-Broken Authentication and Session Management AZ-Broken Authentication and Session Management
AZ-Cross Site Scripting (XS5) A3-Cross-Site Scripting (X55)
Ad-Insecure Direct Object Reference Ad-lnsecure Direct Object References
AB-Security Misconfiguration Ab-Security Misconfiguration
AT-Insecure Cryptographic Storage - Merged with A% —-= AB-Sensitive Data Exposure
AB-Failure to Restrict URL Access - Broadened into --= AT-Missing Function Level Access Control
Ab-Cross Site Reguest Forgery (CSRF) AB-Cross-Site Reguest Faorgery (CSEF)
<buried in AB: Security Misconfiguration= AS-Using Components with Known Vulnerabilities
A10-Unvalidated Redirects and Forwards A10-Unvalidated Redirects and Forwards
A9-Insufficient Transport Layer Protection Merged with 2010-AT into 2013-A6




OWASP Top 10 — 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al - Injection

Al - Injection

A3 — Broken Authentication and Session Management

A2 — Broken Authentication and Session Management

A2 — Cross-Site Scripting (XSS)

A3 — Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A4 — Insecure Direct Object References

A6 — Security Misconfiguration

A5 — Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 2

A6 — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into =

A7 — Missing Function Level Access Control

A5 — Cross-Site Request Forgery (CSRF)

A8 — Cross-Site Request Forgery (CSRF)

<buried in A6: Security Misconfiguration>

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

A10 — Unvalidated Redirects and Forwards

A9 - Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6

https://owasp.org/index.php/CISO_Survey 2013: Threats_and_risks



https://owasp.org/index.php/CISO_Survey_2013:_Threats_and_risks
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« Al0-Underproiected APIs
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OcHoBHble otnnyna WAF ot IPS&NGFW

Figure 2. Main Differences Between WAF, IPS and NGFW

Web Application Intrusion Prevention MNext-Generation
Firewall System Firewall
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Security
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Web Vulnerabilities
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IP = Internet Protocol



KntoyeBble npobrembl Ana busHeca

* YnyuwieHHas Bbiroga B CBA3M C NMPOCTOEM canTa
* Yuwepb penytauum
» KoHKypeHTHasa bopbba\kpaxka nHgopmauum

 LUtpadbl u perynatopHeie mepbl (PCIl, CTO BP MBBC, SOX)



[lononHUTenbHble 3a4epPXXKM Npu 3arpy3ke CTpaHuL, HanpsamMyto
BITMAKOT HA BblpyLIKy KOMIMNaHNU
B cooTBeTCcTBUM C OTYETOM

3aepXKn Npu 3arpyske Aberdeen Group
canTa BNUSIOT Ha l-cekyHOHas 3aepKka B OTKIMKE
NOBbILLEHWE OTTOKA NnprUBOAMUT K Crieayowmnm
noceTuTeTeneun ¢ pecypca NoKasaTensam:

.........................................................................................

.......................................................................................

Page
Abandonment
Increaseasa — Fewer Loss in
Percentage. . .
Page Views Decrease Conversions
in Customer
Satisfaction

Page load in seconds.

Sources: KISS Metrics - How Loading Time Affects Your Bottom Line, Aberdeen Group



Kak Ha BeD-cepBMC CMOTPAT pasfnyHble noapasgeneHna?

MapKeTM o N eonacHosTs

Yno0bcTBO ANs KNMEHTOB

Ctatuncruka (npo3padvHoCTb
OenCTBUU Nosib3oBaTtesien)

OTcyTCTBME NOXHbIX
cpabaTtbiBaHUN

ObecneyeHue 3aWnTbl OT atak
Ha Beb-cepBUC

[1pocToTa ncnonb3oBaHUS

[1lpocToTa ncnonbL3oBaHUS

[Mpo3pavyHOCTb AENCTBUI
nonb3oBarenen npu pabore ¢
CEepBUCOM

OTcyTCTBME NOXHbIX
cpabaTtbiBaHUI

ObecneyeHue 3alWnTbl OT atak
Ha Beb-cepBuUC

KOHTponb 1 kactommnsauus
peLlueHns

ObecneyvyeHune 3aWwnTbl OT aTak
Ha Beb-cepBUC

[Mpo3pavyHOCTb AENCTBUN
nonb3oBartenen npu pabore ¢
cepBuUCcoM

OTCcyTCTBME NOXHbIX
cpabaTrbiBaHU

KoHTponb 1 kactoMmmnsaums
peLueHuns

[1lpocToTa ncnonbL3oBaHUS



KomnnekcHas 3awmnTta oT Beb-yrpos

Web Attacks

A

Known Attackers

Vulnerabillities
Web Fraud

Scrapers

App DDoS

Phishing Sites

\\S”VX

Comment Spammers




Kak gosmkHa CTpouTbCA 3alimTa Beo-npunoxKeHus

Fraud Connectors Business Logic
Attacks and more
h Account Takeover Protection A
X
= :
— = IP Geolocation
o | =
o - [y = ' .
5 = | S 5 Bot Mitigation Policies
@ &) E O
45 te Q = Anti-Scraping Policies
al — Lr IP Reputation
n | S|g8
o +~ |0 8 Dynamic Profiling
O = |B©
a > | E . .
=
@)
= Protocol Validation v
Technical
Attack Signatures Vulnerabilities

IMPERVA

© 2015 Imperva, Inc. All rights reserved.




Koppenauua: 3awmTta ot SQL-nHbeKUmn ¢ BpeaoHOCHbIX |IP

IP Reputation Is web traffic from Check for Check for Action
Checks malicious source? SQL Injection SQL Injection
Known bad IP OR Profile Violation AND Internal engine to
Known Proxy OR Signature Violation transform request into BLOCK REQUEST
Known TOR IP command words

®
18 © 2015 Imperva, Inc. All rights reserved. Confidential I “n P E RVA




Koppenauua: 3awmTta oT akTUBHOCTN OOTOB

Bot Classification
identifies new bots

targeting ticket
purchase page Block known bad

Inspect Client Header
Cookie Challenge
Java Script Challenge

™
e rod &

B as

= I
p=r=rer=} IMPERVA

Known good Bot
Known bad bot
Whitelisted Bot

19 © 2015 Imperva, Inc. All rights reserved.

General Bot
Unknown Bot

Confidential

CAPTCHA Perform
Challenge Action

Human BLOCK REQUEST
Unknown Bot

IMPERVA




Koppenauusa: 3awuTa OT KpaXXu akkayHTa

Perform
Multiple failed logins Bad Bot? Stolen Credential? Bad Device? Action

E==C) C IMPERVA
DE \_J SECURESPHERE

>10 failed logins Known Bad ma:iieerscliﬁg\?vnr;“:tlts)ler Device Profile Known
in 1 min Bot? credential? to be HIGH RISK? || BLOCK REQUEST

®
20 © 2015 Imperva, Inc. All rights reserved. Confidential I “n P E RVA




Virtual Patching: beicTpas n adodekTnBHas 3awmTta Beb-
NPUNoXeHnn

* 116 aHeWn. cpedHee BPeEMS UcnpasfieHUs1 YA3BUMOCTU

Vulnerability found : System
Code fix developed and tested

* C nomouybto cnctem WAF Bbl MOXETE COKpaTUTb CPoK co 116 aHen po 0-5 gHen

Vulnerability Virtual
found Seiia s System protected

* MOXHO 3aKpblBaTb YA3BMMOCTU, AaXe He HanOeHHbIN CKaHHepaMu

1 WhiteHat Website Security Statistics Report, Winter 2011



https://www.whitehatsec.com/resource/stats.html

Virtual Patching: ontummnsauua uukna paspaboTku

Software Development Lifecycle

DESIGN &
CODE

- -

Virtually patch
vulnerabilities

Imperva SecureSphere

B Vanual processes or third party tools

DEPLOY
Block attacks

Monitor and report exploits

Detect leaks, errors




YA3BMMOCTW B NPOAYKTUBHOWU cpede MOryT CTOUTb AOPOro

° LI,eHa yBEINMNYMNBAETCA B TEHEHUN KN3HEHHOIO LIKI1a _
CNctTemMbl Cost and Time to

Frx—Vohrerabtht

* MHorue YA3BUMOCTU HaAXOoOAT YK€ TOJIbKO MNMocrie
nepesoa B NPOAYKTUB
— CNoOXHOCTb MHPACTPYKTYpPbI

— HoBble aTaku n YA3BUMOCTH

* LleHa = CtoumocTb OTnagku n tectupoBaHuns + Puck
KoMnpomMeTaLmn

— LleHa noBblWwaeTcs ¢ kaxaoun pason paspaboTku
— ECTb puck atakm cuctemMbl 40 CTagum NpoaykTmea

&
O
N

&

QQ ég 0_?'
— Puck cpoyHoro obHoBneHus 6e3 TiwartensHoro Tectuposanns < &
— $4’OOO B CpeLI,HeM CTOMMOCTb KaXXaoro Cbl/lKCal 1 Dark Reading Article, “The Cost of Fixing an Application Vulnerability”



Kak nocyntatb ROl ana WAF?

BepoATHOCTL CoBepLUEHNS aTakn\yTeYKU

CTOUMOCTb YyTeYKMU

BeposaTtHocTb peanusaumn DDoOS
NPUKNagHoOro ypoBHS

CToMMOCTb NPOCTOSA cepBuUca

CTOMMOCTb MCNpaBreHNs YA3BUMOCTEN

[ogoBaga CToMMOCTb UHXeHepa Vb

Verizon DBIR, gpyras aHanuTtuka, ons ouHaHcoBom
oTpacnu — 82%

OueHka OoCTYnHbIX Yepes3 Beb-CepBUCHI aKTUBOB N UX
KPpUTUYHOCTK, npumem 3a $500 000 ansa dpuHaHCcoBOM
oTpacnu.

Ha gaHHbin MOMeHT B Mupe npumepHo 50%\50%
pacnpegeneHne DDoS artak mexay atakamu Ha L3\L4 n
aTakaMmu npuknagHoro ypoBHsi. O0LLYy0 BEPOSATHOCTb
peanunsaumm DD0OS atak MOXHO B34Tb U3 OTYeTa
Forrester, onsa douHaHCOBLIX OpraHu3auus aToT
nokasarenb coctaBnsieT /4%, UToro BEposATHOCTb - 37%.

Ha ocHoBaHuM onbiTa Unu n3 ycpeaHeHHbIX OTpacneBbIX
nokasatenen. [NMpumem B cpegHem 3a $100 000\uac angd
donMHaHCOBOM OTpacru.

Ha ocHoBaHuM onbiTa UnNu N3 ycpeaHEHHbIX OTpacneBbIX
nokasatenen. [Npumem B cpegHem 3a $150 000\roa ans
domHaHCOBOW OTpacru.

$40 000



Pacuyet ROI ot BHeagpeHus WAF B fpuHaHCOBOW oTpacnu

Mapaverp ____|1roa ____|2roa _____[3roa _____J4roa ______|Sroa_______

[MoTeHumanbHbIN $410 000 $410 000 $410 000 $410 000 $410 000
PUCK OT YTEYKU
[MoTeHuuanbHbIN $37 000 $37 000 $37 000 $37 000 $37 000

puck ot DDo0S
NPUKIagHOro YpPOBHSA

CtonmocTb $150 000 $150 000 $150 000 $150 000 $150 000

yCTpaHeHus
yA3BUMOCTEN

Mapavertp ____|1ron ____J2roa ____[3roa ____ ld4ron _____ |5ron

CtonmocTb $150 000 $25 000 $25 000 $25 000 $25 000
BNageHns CUCTEMOW
WAF Ha 1 [6\c

CTtoumocTtb $75 000 $75 000 $75 000 $75 000 $75 000

yCTpaHeHUs
YA3BUMOCTEN



MicnpaBnante ya3BMMOCTW Toraa, korga xoture!

* MrHoBeHHas 3awmTta ¢ WAF

— MoxeT 3abnoknpoBaTb yrposy eLle 3a0ro 4o
ncnpasreHna\yctpaHeHnsa Ya3BMMOCTH
~ Code fixes can be
» CoKpalleHne pacxogoB C yCTpaHEHMEM YrpO3bl | Implemen;]ed In design
phase
— cnpasneHune ysa3BMMOCTEN MO CBOEMY pacnucaHuio, a He |
No TpeboBaHUIO 3MTOYMbILLNEHHMNKOB
— 3abyabre 00 9KCTPEHHbIX (PUKCa U LUUKNax TECTUPOBAHUS
* Hnkakmnx OonofHUTENbHbLIX pacXodoB
— Hukakmx nameHeHnn B NpunoxeHne nnm nHPPacTpykTypy o@é)@ & o 60&&

— AganTtmnBHoe oby4veHune Q¢



Gartner MQ for Web Application Firewalls 2014\2015\2016
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Imperva SecureSphere WAF — 1petui rog noapag eamHcteeHHbIn JIMOEP B obnactu

MEXCEeTEBbIX 9KpaHOB AJ1s1 Web-npunoXxeHunin no MHeHuto Gartner
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Forrester Wave for DDoS Protection ‘15
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