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AJNIEKCAHAP NOMNATUH

Kak npokauatb 3awuty web.
MporpamMmmbl <MUHUMYM>» U
«MaKCUMyM>»

ANNEKCAHAP WWAXJIEBAY

TpeHabl 6e30onacHocTn web-
NPUIOXEHUNA N OCHOBHbIE
KOMMOHeHTbl Hage>xHoro WAF

BOIMPOChHI- OTBETbI
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AJNNEKCAHAP CEPEBPAKOB

Moaxopbl F5 kK o6ecneueHnto Bawlen
nH$popmaLMoHHO 6be3onacHOCTH

EKATEPUHA CIOPTYKOBA

AyTtcopcuHr akcnayataumnm WAF.
’KusHb nocne BHegpeHUsA
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JET CobblTne roaa

CONFERENCE

> Mirai (400 TbiC.) — HE caMbIu
60/1bLLON, HO CaMbIU
N3BeCTHbIN BOTHeT

> Konnuecrtso IoT ycTtpoucts 8,4
MJPA., 5 MJIH HOBbIX
YCTPOUCTB B A€Hb

> OTKPbITbIW, 1IETKO
MoandbuLmnpyemMbin
MOAYNbHbIN KOA

-
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- CMeHa napaanrmeol

> Ya3BMMble NPOTOKObI > YazBumble loT-ycTponcrsa

(Dns, NTP, SSDP, Chargen,

MSSQL v np.) OLD WAY | >~ OueHb 6osbIne 60TCETH
> boTceTb cpaBHUTE/IbHO N A > AMnandukauma He TpebyeTca
HebobLIOro pa3mepa — —
NEW WAY > CnyduHr He TpebyeTcs

> Ya3BUMble XOCTbl-OTpaXkaTenu
> JIrobom TMn atakm AOCTyneH
> CnyouHr v AOCTY

> AMnandukauma > bOTbl C/IOXXKHO OTANUNTDL §
OT NleranbHbIX MNoJsib30BaTeneun
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MONTHLY BRONZE

@ XyZ Public Network

@ 150-200Gbps Network Capacity

@ 26 Attack Methods

@ 1800(s) Stress Time

@ 1 Months Membership

@ 1 Parallel attacks

MONTHLY SILVER

@ XyZ Public Network

@ 150-200Gbps Network Capacity

@ 26 Attack Methods

@ 2400(s) Stress Time

@ 1 Months Membership

@ 1 Parallel attacks

MONTHLY DIAMOND

@ XyZ Public Network

®@ 150-200Gbps Network Capacity

@ 26 Attack Methods

@ 3600(s) Stress Time

@ 1 Months Membership

@ 1 Parallel attacks
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PacnpeaeneHme atak

State-

/o D/D Exhaustion

16%

Application-
Layer

18%
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3%
7%
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8%

10%

Less than 500 Mbps
500 Mbps-1Gbps
1Gbps=-2 Ghps

2 Gbps~-5 Gbps

5 Gbps =10 Gbps

10 Gbps =20 Gbps
20 Gbps =50 Ghps
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DNS 81%
HTTP 80%
HTTPS 52%
SIP/VOIP 19%
SMTP 17%

IRC 6%

Other 7%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
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BuepawHun aeHb Econom Standard
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[ loorpamMmebl 3aLUMTh|
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®unbrpauna DDoS ®unbrpauna DDoS ®unbrpaumsa DDoS B obnake +
on-demand B obnake always-on B obnake dunbrpayma DDoS on-premise +

+ ob61auHaA curHaamsauma +
WAF B obnake WAF on-premise
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SSL TpebyeT OTAeNbHOrO BHMMAHMS

Cepsep B 15 pa3 6osbLue Ana obnauHon punbTpaymnm
KJIMEeHTa TpaTuT pecypcoB Ha SSL SSL Tpebyetcs nepegava
coeguHeHne 3aKpPbITbIX KJ1HOUYEN

TpaavumMoOHHbIe cpeacTBa
3alNTbl <HE CMOTPAT»
BHYTpb SSL

IoT-60THeTbI HayuaTcA
npoBoauTtb SSL-atakn B 2017
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YBennuyeHune Konn4yecrea
application-cepsepos
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Mepeaaua karouen
B 06aako anti-DDoS m
WAF cepBuc-npoBangepa

SSL terminator

BblHOC 3agauun TepMMHaLUK
SSL Ha BblaeneHHble
YCTPOMUCTBA 3alMUThl

C annapaTHOW akcenepaumen

(12)



.

P
\ / |
g ‘ =4

/g
IJ ET CONFERENCE

—

‘ A
vorz0r | ETEN bl AOKET

Cnacmbo 3a BHUMaHKue!




