OOPMVPYEM TPEH/IbI

IHOOPMALMOHHOM
BE3ONACHOCTI
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b cTtaHoBUTCA Onmxe K bmusHecy j

v Puckn Vb HaunHatoT
BOCNPUHUMATBCA MEHEIKMEHTOM,
KaKk HEOTbEMITEMbIE PUCKMN DU3HECA

v b Tenepb He Tonbko Compliance
v NHTerpauus ¢ 3b n b

v ['paHb Mexay aHTudgpoaom n AB ===
CTupaeTcs B

™
£ T
R+ 5 e

v Cnyx6a Vb He Bceraa rotoBa
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TapreTupoBaHHble aTaku

infosystems

v  TapreTupoBaHHble aTaku cTtanu
NpoO3anyHbLIM ABNEHMNEM: OT
LLIMMOHCKMX UCTOPUU K MacCOBOMY
BOPOBCTBY A€Her

v"Yucno atak Ha dMHaHCOBbIE
yUYpeXaeHNs BbIPOCIIO Ha NOPSIL

v CoumanbHas nHxeHepusa —
abCcontTHO MaccoBOE ABIEHNE

N

/7N Bonblue yem GesonacHoCTb " ey T icpocucTeMbl ket
e RS . ) v 18D ‘A o AL




AyTtcopcuHr Nb j

v CTpax eLle He nobexaeH

v Mepunopg toHoCTK ayTcopcuHra Ub:
- He cpopmunpoBaHbl ycnyru
-  Manas KoHKypeHuuna

- HeTt noHnmaHusa SLA 2 5%
obopoTa 1o IB
B IKeT -
cepBuChl 1B

v'Ha pbiHKe gedununt
KBanMuLunpoBaHHbIX KaapoB

. C o)
cpax. He nodeMIeH

v Cepbe3Hblnt noaxoa k B
TpebyeT y3Knx crneunannsaumn

- ©2016 UHbocucTembl Ixer ‘/5]
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KoopanHauusa Vb

infosystems

v [poTuB yrpo3 eanHbIM (PPOHTOM:
- FINCERT, N'ocCOI'KA

- Kommepyeckmne CERT

v’ Pa3BuTue OBYCTOPOHHUX CBA3EN: HE
TONbKO NonyyaTb AaHHbIE,
HO U OennTbCA Haxoakamu

-

v’ Ctpoutenbcteo SOC: Briepean
JoMHaAHCOBLIN CEKTOP, KpynHas
NPOMbILLNIEHHOCTb, TOK

Undbocnctembl Oxet
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b ACY TI1

infosystems

v POCT NnoOHMMaHusa peanbHOCTN PUCKOB
v YcuneHne gaBneHus perynaTtopos

v CyLLeCcTBEHHOE pa3BUTME PbiHKA
cpenctB 3awnTtel ACY TI1

v TepmuH «B ACY TI» gomkeH
NCYE3HYTb U3 ynoTpebneHus

v/ PbIHOK crieuunanvauposaHHon B
MOTyT 3aHATb He U T-uHTerpartops.l, a
nrpokun poiHka SCADA

ipocncTembl Ixet




PocT nHtepeca k 6esonacHoctn Web

v MaccoBbin nepexoq B Web

v MoOunbHblEe KNNEeHTbl, Ou3Hec-
npunoxeHusa — Toxe Web

v ATaku: BbiBeJeHME N3 CTPOd, B3NOM, _7-7
MOLLEHHUYECTBO i

v/ ATaku Ha KpynHbIe NNoLWanku uaytT
MOCTOSIHHO

v  CTpemuTtenbHbI pocT pbiHkOB WAF,
3awmnTtbl oT DDOS, NeHTEeCTOB,
aHanmsa koga

/ \ Bonblie yem 6e3onacHOCTb
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be3onacHasi pa3paboTka

-

CamonucHoe 10O, iccnenoBaHve Hawwmx [Mponssogutenu: 3aKas4uKu:

3akasHasa paspaboTka 9KCMNepToB: Heob
Bug-Bounty nporpammbil, €00X0ANMOCTb

— MULLEHb OJ1A
’1 O6cneosaHo aHanua koaa BHELLHEr0 KOHTPOSIS
XakepoB No1 58 GaHKOBCKNX MOBUIBHBIX

NPUNOXEHUN OTcyTCTBI/le

KOMMEeTEeHUMN
98% umetoT ya3BMMOCTM H

Bbixoa: cepsuc
aHanusa koaa,
NEHTECTbI

20% wmetoT kpuTHUYeCKUE
yA3BUMOCTU

BonbLie yem 6e3onacHoCTb © 2016 NHdocuctembl ket
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Hebe3onacHOCTb MHTEPHETA BELLEN

infosystems

v [1o b nHtepHeTa Bellen eLle
naneko. CHa4yana BO3HUKHYT
MacCOBbI€ Yrpo3bl

v lWyTkn, PoC Ha KoHdepeHUusIX,
BblBEj€HMe YCTPOWCTB M3 CTPOS,
aTaku Ha nogen — IHOCTb TeMbI
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Hebe3onacHOCTb MHTEPHETA BELLEN

infosystems

v 3anor pocta npobnembl: MaccoBOCTb
TEXHOSIOTNN U NOHATHbLIE CXEMBbI
MOHEeTMn3aLuum

- MaccoBocTb obopygoBaHua ¢
nogknoveHnem K IuTepHeT: ObIT
TEeXHUKa, aBTOMOOUNN, YMHBII

- R o et -~
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T.0. S
- YHUdunkauma npoLunBoK
- CHuxeHue Bpeda BnagenbLuy
- Vicnonb3oBaHne yCTPOUCTB AN~

paccbinkv cnama, DDoS-afak
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3almTa nepcoHarnbHbIX JaHHbIX

v HecMoTps Ha KaxyLlyrocs

3ae3XEeHHOCTb, Tema 3anTtbl [NAHB

Poccun coBepLUEHHO
He pa3BuTa:

- Tonbko Compliance @ ¢

- PeanbHou 3awmton
HUKTO HE 3aHAT

v’ AHanor: 6aHkoBckasi oTpacrnb
nepewnia ot Compliance k peansHoOU
be3onacHoOCTH

o AT
L THOFO FUE OTPOTD 1O rov“o»v\m'r.
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3almTa nepcoHarnbHbIX JaHHbIX

v’ 3anor cmeHbl Noaxoaa: peanbHble PUCKA

- KpynHble wtpadbl 3a yTEYKU, a He 3a
HECOOTBETCTBMNE TPEOOBAHMAM

- CypebHaga 3awwuTta npas
nocTpagaBLLKNX

. CepbesHblii PMHAHCOBbIN vl‘
penyTauuoHHbIN yLLEPD

v/ AKUEHT Ha 3awmTe AenCTBUTENbHO
KPUTUYHbIX JaHHbIX

v [punxoz NoHUMAHUS TOro, 4TO OCT: ATbHbIE

OaHHble anpuopu obLieag

/ \ Bonblie yem 6e3onacHOCTb
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PacnpocTtpaHeHne BpeaoOHOCHbIX CEPB

v BpeaoHOCHbIe CepBUCHI CTaHYT
NOHATHee Ang busHeca:

v PocT obbeMa aTtak Kak KOMMNOHeHTa
KopnopaTuBHOW OOPLOBLI

/ \ BonbLie yem 6e3onacHoCTb

YnobcTBO And nonb3oBaTend
HageXHoCcTb

bopbba 3a penyTtauuio
AHOHMMHOCTb

MOLLHbIN MAPKETUHT,
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PacnpocTtpaHeHne BpegoHOCHbLIX CEPBUCOB

infosystems

v'YepHas BigData: nokynka nHdopmauum B
HenerasrbHbIX OaHKax AaHHbIX

= IHouBuAayanbHbIM B3NIOM — CIIULLKOM
O0pOro, AONro U CrNoXHOo 3

= OToenbHble Oasbl roc. opraHoBﬂ% ol
npoaarTcs ¢ perynspHbIM =
ODOHOBNEeHnem

= [lepexon K cepBUCY «OQHOrO OKHa»:
arperatopbl AaHHbIX

= HasHauyeHune: KOHKYpPEeHTHada 60

MapKeTUHr, NoJiInTUKa U T *“8\”“’;7‘, | Ao
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