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[Ipob6s1eMbl yripaBneHns ysa3BMMOCTSAMU

Kak yacTto Bbl ckaHUpyeTe ya3BUMOCTU?
- 1 pa3 B MecaL?

- 1 pa3 B KBapTan?

Kak Bbl y3HaeTe 0 HOBbIX YA3BUMOCTAX B Nepuoa Mexay
CKaHMpOBaAHUAMWN?

YTO AenaTtb, €CM HET BO3MOXHOCTU CKaHMPOBAHUSA?

Kak Bbl oLeHUBaeTe KPUTUYHOCTb YA3BUMOCTEN?
- Ha ocHoBe CVSS scoring?

- Bbl yunTbiBaeTe HacTponkn Bawen cetn? Hannume rotoBbIxX
SKCMJIONTOB?
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KonnyectBo HOBbIX YA3BUMOCTEN

Skybox Vulnerability Index (SVI)
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https://www.vulnerabilitycenter.com
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https://www.vulnerabilitycenter.com/

Npea n peannsayud

MexceTeBble CeTeBoe CucrtemMbl MHBEHTapu3aLunu CkaHepbl
SKpaHbl obopyanoBaHue N naTy-MeHea)XeMeHTa 3alWUNLLEHHOCTM

MAXPATROL

22 WSUS @ Oualys

. 00 &

Microsoft

System Center

1 , PN |
_— SATELLITE Otenable
3HaHMe HacTpoek 3HaHue
G cetu YA3BUMOCTEN

PacuetT MHAMKaATOPOB Yrpo3 u
nporHo3MpoBaHue Hambosiee BEpOATHbIX BEKTOPOB aTak
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Network Assurance

[ToNTHag BUOAMMOCTb CEeTU

METWORK
ASSURAMCE

ABTOMaTMyeckaa npoBepkKa ABTOMaTmnyeckad npoBepkKa
NHTepakTMBHaa KapTa ceTu COOTBETCTBUA CTaHAapTaM COOTBETCTBUA MOJIUTUKAM
KOH(UIypnpoBaHUA CerMeHTMpoOBaHUS

Kak 23710 PaboTaer

S (D)o @ ................. (@)

C6op n HopManusaums MoaennpoBaHue [leTanbHbI aHann3
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[IlpoBepKa AOCTyMna Ha NeTy

Analysis Results

Show. |Accessible Destinations M‘Group By | & Network @‘Authemication: N... B BEERER -~ s

» 2 developmentWindowsWs [192.170.17.0/24] [256 IPs; 1 TCP porf]
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[IlpoBepKa AOCTyMna Ha NeTy
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KOHTPOJIb NOJIUTUKWN AOCTYNa
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Firewall Assurance

YnpaBneHne MexceTeBbIMWU 3KpaHaMu

¢y

FIREWALL
ASSURANCE

ABTOMATUYECKUN KOHTPOJIb
30H 6e30nacHOCTH

ABTOMATUYECKNN KOHTPOJIb
COOTBETCTBUSA CTaHAapTaMm
KOH(UIypmnpoBaHUS

YnpaBneHune XXU3HEHHbIM
LUKJIOM NpaBwu1 AOCTYNa

C6op n HopManusaums
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Kak 23710 PaboTaer

AHanus

OTyeTbl U
pearmpoBaHue
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KOHTpPOJZIb U3AMEeHEHUN Ha M3

Kak 310 paboTtaer

* Bce nameHeHunsa KoHpurypaumm M2 dpukcupyrotca Skybox

« JTio6oe n3MeHeHmne NpoBepseTCa Ha Hanmume CoOOTBETCTBYOLWEN 3asaBKU/TUKETa

Change Tracking

YTOo nonyvyaem
> MoOHUTOpUHT BCeX nameHeHnn ACL

?» OueHka UX BANAHNA Ha OAOCTYMHOCTb
cepBmncoB 1 6e30nNacHOCTb

@ Mew Rule (ID: 683
R Time: Jan 2, 2018, 1:00:51 AM

? BbissBneHnsa HeaBTOPU30BaAHHbIX By: Bob Smith
M3MEHEHWNWN, BbIMNO/HEHHbIX 6€e3 ‘

Maodified Rule (ID: 680
Time: Dec 29, 2017, 7:21:30 PM
By: Jesse Velez

COOTBETCTBYIOLLEN 3a1BKU
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Reviewer: Mike.York

@ Unauthorized

sviewer: Automatic
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OnTnMmM3laumsa 3arpyskm M3

Kak 310 paboTtaer
* BbisiBNneHune 3aTeHeHHbIX, N36bITOYHbLIX N AYONNPYIOLLMX NMPaBU

* BbigaBneHune HENCIMNOJ1Ib3YEMbIX NMpaBwnJi

Optimization & Cleanup X a8 AR

« dopMmpoBaHme pekomeHaauunm

YTo nonyuyaem ~ =
» ONTUMM3auMst NpaBuUa U KOHbUIYpaLmnii E | | |

» CokpauleHune Harpy3sku ao 50% et | :
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Change Manager

Firewall Change Management

ABTOMaTu3laums ob6paboTku ABTOMaTM4yeckas oLeHKa
PecepTudunkaums npaBu
3a9BOK HA U3MEHEHMUS PUCKOB

o210 PaboTtaeT

3anpoc

[MpMeHeHue Bepndunkauynd
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[IpuMeHeHne naMeHeHnu

Implement Changes

S A S A i

5 Requests (5 selecied)
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ID | Chang... | Firewall

524 MNew ... w# dev FW
523 New .. =l dev FW
522 Mew ... =# dev FW
521 New ... = dev FW

517 Add R... #h dev FW

S

Servic..

Servic...

Host_...

Host_...

| Objecl:...| Change Details

Service Object: 8080/TCP

Service Object: 23/TCP

Address Object: 192.170.19.21
Address Object: 200.200.200.200

Source: Host_200.200.200.200 ﬁ
Destination: Host_192.170.19.21 ¥¥

Services: Service_23 TCP ﬁ, Service_8080...

Implementation Det... | Object /
5/11/18
5/11/18
5/11/18
5/11/18

Policy: Standard 5/11/18
Rule Position: Last
Rule Track: Log

Rule Comment

- Created by skybox...
- Created by skybox_..
- Created by skybox...
- Created by skybox_..

- Created by skybox...

[ Implement Changes]

Close

Check Point
Palo Alto
Fortinet
Cisco*

Juniper*
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Vulnerability Control

YnpaBneHne ysa3BMMOCTAMU C YHYETOM BEKTOPOB aTak

BbissBNeHWe ysa3BMMOCTEN B
nepuvoa 0 N Mexay
CKaHMPOBAHUSAMMU

PacuyeT BEKTOpOB aTak B
KOHTEKCTEe CeTu

PacyeT NpnopuTeToB U
pearmpoBaHue

0

BbigaBneHue

JETSECURITY @
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AHanus

Kak 210 PaboTaeT

[MpuopuTesaumnda

PearnpoBaHue
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MoaenmpoBaHuMe BEeKTOpa aTaku

==

@ F::ATINET

Check Point

paloalto

BROCADE=

- D Pﬂ
L — e—

CpeactBa 3awWuThbl

Tononorusa ceTtu

NT-akTuBbI

YA3BUMOCTMU

NCTOUYHUKM yrpo3
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BbisBneHne ysa3BMMOCTeEN

3arpy3ka OT4eToOB CKaHepoB

3arpy3ka oT4yeToB cUCTeM nHBeHTapusaumm SCCM,

Last Reported Vulnerability Occurrence by Source @)

WSUS v gp.
- E>xeaHeBHOe o6HOBieHMe cobCcTBEHHOW b6a3bl ¢ " 1
yﬂ3BMMOCTeI‘;I :; i | l MaxPatrol 13,261 (30%) T MaxPatrol
3 24 . Vulnarability Detactor; 1,463 (9% 1L"‘"'
- ExxeagHeBHOE «MaccMBHOE» CKaHUpOBaHUeE * 1 1% et

Y10 nonydyaem

? AKTYyasibHbI/ CMNCOK BCEX U3BECTHbIX YA3BUMOCTEM
(obHOBNsgeMas 6a3a Skybox n3 30+ UCTOYHUKOB)

?» AKTYyasbHbIN CMNCOK YSA3BUMOCTEN, cyllecTByowmnx B UT-nHdpacTpyKType
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Buayanmsauma BeKTopa aTaku
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CpUD! . s
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v e
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PacyeT nHaAMKaTopa yrpos

YuuTbiBalOTCA:

JOCTUXUMOCTb (Hannume AocTyna)

* KpUTUYHOCTb

* LleHHOCTb aKTuBa
* YpoBEHb 3/10YMbILLJIEHHUNKA
« Hanmyme rotoBoro akcnsjomTa

« CTatTUCTUKa aTtak ¢
MCNO/1Ib30BAHNEM KOHKPETHOMN

YS3BUMOCTHU

Pe3synbTar:

* BblAeNIIEM TOJIbKO AENCTBUTENIBHO
OrMnacHble YA3BUMOCTUN U
MaKCMMaAJIbHbIM YPOBHEM PUCKA

JETSECURITY
CONFERENCE 2018
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Ba>XHOCTb NpnopuTesaumnmu
CoKkpaTuTb A0 ynpaBAdeMoro KoJinyecTsa

ONMPEAENEHMUE BCEX
U3BECTHbIX YA3BUMOCTEN

BCEIo: 60K
Skybox Vulnerability Database

MoTteHuMmanbHan yrposa

ONPEAENNIEHUE CYLLECTBYHOLNX
VA3BUMOCTEN

BCEFO HAWAEHO: 7122
CkaHepbl 3alWMLLEHHOCTH,
Skybox Vulnerability Detector

MoTeHumanbHan yrposa

HAJIMMUE SKCMNJIOATOB

BCEIO OMPEAEJIEHO: 1105
Skybox Research Lab real-time threat
intelligence

MoTteHumanbHan yrposa

JETSECURITY @
CONFERENCE 2018

KOPPENALNA C CVSS

BCEMO KPUTUYHbIX: 3578
CVSS scoring
MoTeHuManbHana yrposa

OOCTYINHDbIE B CETU
YA3BUMOCTH

AOOCTYINHO B CETU: 141
AHann3 BeKTOpOB aTak

BeposTHana yrpos3a

BbIAENEHUE YA3BUMOCTEM C
MAKCUMAJ1IbHbIM PUCKOM

BCElo: 13
Skybox Vulnerability
Control Prioritization Center

BeposTHana yrposa
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Brusyanmnsaumnsa noBepxXHOCTU aTaKu

=] iv-v
il H CAlF

(=)
=)
e Joee

EUROPE | I S _ ' .
{fj@'j U Revice Configuration (Total: 72)

( Name: UDP reply packll"‘;‘ - filtered #Violations: 1
Vulnerability Risky Access 3 L Policy: Chickpoint FWs ttandard Policy
Exposure Rules \ P Y
Name: Encrypted Line Password - required #Violations:
Policy":Cisco IOS RTR Standard Policy

‘ Name: ;? source routing - prohibited #Violations:
Policy: /isco IOS RTR Standard Policy

@ 7 A i a—
. . Yasswif'd Encryptipn Service - required  #violations:
Exploited Site Details | | q co 105 RTR Staydard Policy
in the Wild e / . -— —
Vulnerabilities g APPLICATIONS DB SERV JWEB'SERV | 1PV3 Group ./ equired #Violations:
’ >0 IOS K1k Standard Policy

O
Exploitable
Vulnerabilities

JETSECURITY N
CONFERENCE 2018



MHanKaTopbl Yrpo3s

US

©

Vulnerability
Exposure

D

Exploited
in the Wild
Vulnerabilities

Site Details

SO
Exploitable
Vulnerabilities
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&@
Risky Access
Rules

Unsecure
Device
Configuration

&
@@

: UDP reply packets - filtered
: Checkpoint FW Standard Policy

: Encrypted Line Password - required
: Cisco I0S RTR Standard Policy

: IP source routing - prohibited
: Cisco I0S RTR Standard Policy

: Password Encryption Service - required
: Cisco I0OS RTR Standard Policy

: SNMPv3 Group - required
: Cisco I0OS RTR Standard Policy

Unsecure Device Configuration (Total:

72)

#Violations:

#Violations:

#Violations:

#Violations:

#Violations:

@ Last 4 Months

March

April

May

June

Current
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YeM none3seH Skybox

KOoHTpoOb
CEerMeHTUPOBaHUSA n
30H 6e30nacHoOCTU

AHann3 BEeKTOpPOB
aTak

BbisBneHne ysas3BUMOCTEN B
nepuoa A0 N Mexay
CKaHUPOBAHUAMMU

ABTOMaTM3auUMA npoLlecca
N3MEeHeHNN NpaBun A0CTyna

NMpunoputesaumsa yas3BMMOCTEN U
dbopMmnpoBaHme pekoMeHgaumMmn No nx
YCTPaHEeHUo

KOHTPO/NIb KOPPEKTHOCTU
KOHMUrypauum

ABTOMaTM3aLUSA YrpaBleHNs YA3BUMOCTSAMMU
OnTuMmM3aumnsa npaBua AOCTyNa

(OT 06Hapy>XeHUSA A0 KOHTPOJISA YCTPaHEHUS)

CeTeBas 6e30MacHOCTb YnpaBneHne ysa3BMMOCTAMMU

JETSECURITY @
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YNpaBnaTb — 3HAUUT
npeaBunaeTb

Sales.Russia@skyboxsecurity.com
+7 800 511 08 28
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