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[lepymeTpoBble CpeAcTBa He AaroT
100%-3awmTbl OT COBPEMEHHbIX aTak
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Shadow IT,
Bring Your Own Device
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TRAPX AJTA SALLNTEI SCADA HA PHDAYS

Event Analysis Reporis Appliances Deception Setlings - SO Super!
Outbound Threats Internal Threats Show: 2018-05-15- 201 All Departms
All departments - Events Timeline Department Events (1935)
# of Evants B Outoound Toreats W Intemal Threats Department RiskLevel Trpe #OfEvencs
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TRAPX AJTA SALLNTEI SCADA HA PHDAYS

Network activity PHD it
AKTUEHOCTE MeXay 3aWHWaeMbIMKA CETAMMW. CEpPEUCE]
100
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ER|
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208
_time
TrapX. MICTOMHUKH aTak (14ac) TrapX. Uenu aTtak (14ac)
SIC = dst count = count = dst =
172.208.5.23@ 3 44 172.20.4.9
172.20.5.111 3 41 172.28.5.18
172.28.5.199 4 38 172.20.5.44
172.20.5.127 4 20 172.28.5.595
172.20.4,224 5 16 172.208.5.31
172.208.5.133 1 1 172.20.5.191
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TRAPX AJTA SALLNTEI SCADA HA PHDAYS

Attack Highlights

[}

Host name: 172.20.5.230 f_ SMEB 445 Establish 1
IP Address 172.20.5.230 . .
MName B05_B5_win Connection
Port 41467 IP address:  172.20.5.85
Login: Domain: Emulstion type:  Windows Server Log on 1
Username:  (SMB1) 0s: Microsoft Windows Server 2003

Start Timestamp: 16/05/2018 01:11:08 Tree Connecl 1
End Timestamp: 16/05/2018 01:11:20

Exploit 1

Disconnected 1

Attack Details

Contains text OWN ¥ PCAP 5/5 Events

01:11:08 Establish Connection: from port 41467 | 20180516-011108_SMB_117.pcag
L File Edit View Go Capture Analyze Statistics Telephony Wireless Tool

ogon —

2B ez aEE
01:11:09 Domain: 4 = @ &k Re=2EG Slaqam
Username:  (SMEB1) (N |A|:|pl'-r' a display filter ... <Ctrl-/=
Mo. Time Source Destination Prot
01:11:09 Tree Connect.  W172.20.5.95UPCS
1 @.PR000 172.20.5.23@ 172.2@.5.95 SMB
@ or1109 Exploit. Exploit EtemalBlug exploit detected 2 @.0oo28s 172.20.5.95 172.20.5.258 SMB
= 3 8.834963 172.20.5.230 172.28.5.95 SMB
01:11:20 Disconnected 4 8.835879 172.20.5.95 172.208.5.230 SMB
5 8.152001 172.20.5.230 172.28.5.95 SMB
6 @.152375 172.2@8.5.95 172.2@8.5.23@ SME
| )
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Attack Highlights

Host name
P Address:

Start Timestamp
End Timastamp

Attack Details

Contains tecxt
11:19:23
11:19:32
11:19:32

i 11:19:38

- 11:19:42

- 11:19:44

- 11:19:48

- 11:18:52
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Type Attacker hostnane

10.140.156.14
10.140.156.14
45726

NIA

241052018 919:18:23
241052018 91:22-23

Establish Connection:

Authentication Result
User: root

Password:  gwerty
Loginm Attempts: 1

Shell: Opening shell

Usernmame: oot

Command: unams -3

Command: cd /etc
Command: |s-l

Command: catyum

Attacker IP Trap name Protocel  Port Proxy  Start w Daration

E S5H 22

Mame: E09_191_win
P address 10.140.155.191
Emuialion [:.PEZ Lirnx Server
o= Ui 3.7

from port 43726

true

Command: cat yum.conf

Establish 1
Connecfion
Authentication 1
Result

Shell 1
Comrmiand i}
Disconnected 1

m 1010 Events
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TRAPX AJ1A SALLNTBI SCADA HA PHDAYS

Forensics Event Cornrelation Monitor Event Workfiow

-

1722052
. 3 Infections

§ Reconnelssance

N

-

\ , S
N A05_44_win

N

K
-
5_LH win
BOS_95_win

BO5_31_scada

“
wpplance] M7

Generad

BOE_250_scada

SCADAGES

JETSECURITY
CONFERENCE 2018 |



TRAPX AJTA SALLNTEI SCADA HA PHDAYS

Dashboard Event Analysis Reports Appliances Deception Settings

Event Analyzer Attack Visualization | Forensics | Ewent Correlation Monitor Event Workflow

Trap name MD£ hazh File zize Timeztamp Analyziz Report
MyMewTrap 17 3402c544002aTea3c9332edbad 139 3 {0.00 KB) 13.05.2015 00:53:54 ]
MyMewTrap adfaf16714414964ebc998deed27110c G {0.01 KB) 12.05.2015 23:25:46 il
appliance1_MT d41d3cd98f000204e92800998ecfi427e 0 {0.00 KB) 11.05.2018 17:22:21 A
MyMewTrap d41d3cd98f000204e92800998ecfi427e 0 {0.00 KB) 11.05.2018 17:22:21 M

I
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Datasets Reports Alerts Dashboards

Critical Windows Event PHD
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HONEY POT AJTA SALLNTEI BAHKA HA PHDAYS @

PHDays Bank Pro CMS

Administrators Panel

Login

Sign in

phd
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